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The Catalog of disciplines educational program «6B06109 — Administration, management and protection of computer systems and networks in the
enterprises» for the students of the 2022 year admission

No | Ilonnin
KT /
HKJI . Kpeaur / [Ipepex
" IlonninaTaybi / pen Kpickama annoranus/ e
AMCLUII Kpeaur / [IpepexBU3HTH/
Hazsanue qucuuminnb / . Kparkas aaHoTanus / g
HHBI Credit . Prerequisites
Name of the course Annotation
/Cycle of
the
course
1 cemectp /1 cemectp / Semester 1
KOO xomnonenti / BY3osckuii komnonent / University component
1 bIT Maremaruka 5 by kypc cTyneHTTep/ii MaTeMaTHKaaaH iprei OumimMal
KOOK Marematuka MEHrepy MakcaTblHAa JaliblHayra, COHBIMEH Karap
b1 BK Mathematics KYHJIEJIKTI MPAKTHKAHBIH MIHJAETTEPIH LIENIy YIIiH
BD UC MaTeMaTHKAABIK  anmnaparrbl  KojagaHy  OoliblHIIa

JIAFABUIAp/Ab] AMBITYFa BIKIAJ eTyre apHairad. [lonne
KOFappl ~ MaTeMaTHKaHbIH  CBI3BIKTHIK  anredpa,
AHATHTHKAIBIK TEeOMETPHSl, MaTeMaTHKAIBIK Tajjiay
Oeniminaeri GpyHkIms meri, 6ip alfHbIMaNbIIAH TOYEII
(YHKIHS TYBIH/BICH], QHBIKTAJIMAraH jKOHE aHBIKTAIFaH
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MHTerpajjaap, Ken aifHbIManbLiad Tayenai GpyHnkuusiap,
nepbec  TyBIHABUIAp JKQHE  ecelli  HMHTerpasjaap
TaKbIPBINTAPH] KAPACTBIPBUIFAH

JaHHbli Kypc cnocoOCTByeT MOArOTOBKE CTYAEHTOB C
HeNbl0 OBJafieHuss (yHIaMEHTAIbHBIME 3HAHUSAMH I10
MaTeMaTHKe, a Takke pPa3BUTHIO HAaBBIKOB 110
HCIIOJIB30BAHHMIO  MaTeMaTHYecKOro ammapara s
pelieHns 3aj1ay4 MIOBCEIHEBHOM NPaKTHKH.
PaccmarpuBaroTcsi TeMbl JIMHEHHOH aireOpsl BBICIICH
MAaTeMaTHKH, aHATHTHYECKOH TeOMETpHH, Ipeieia
GYHKIMH B pasjelie MaTeMaTH4YecKoro aHajiusa,
NPOU3BOJHON  (YHKIMH, 3aBHCHMON  OT  OJHOIA
NEpEMEHHOH, HEONpEeIENCHHBIX M  OMNpeeIseMbIX
MHTErpasioB, (GYHKIMH, 3aBHCHMBIX OT HECKOJIBKHX
IIEPEMEHHBIX, CAMOCTOATENbHBIX IIPOM3BOJHBIX M
KPaTHBIX HHTEIPAJIOB

This course contributes to the preparation of students in
order to master the fundamental knowledge of
mathematics, as well as the development of skills in
using the mathematical apparatus to solve problems of
everyday practice. The topics of linear algebra of higher
mathematics, analytic geometry, the limit of a function
in the section of mathematical analysis, the derivative of
a function dependent on one variable, indefinite and
definable integrals, functions dependent on several
variables, independent derivatives and multiple integrals
are considered.

2 | BII C++ TiniHAe nporpaMmanay 3
JKOOK [IporpaMMupoBanue Ha  SI3BIKE
BJ1 BK C++

BD UC Programming in language C++

ITon crampapTTel THOTEri JepeKTep, KOHCTAHT,

TYpaKTbUIap, aifHBIMaJIbLIAP, orneparmsiap,
Gipenem i KOHE KOMeJmemM/Ii MaccHBTED,
KepCeTKiluTepIi 3eprreyre apHaJIFaH.

C++nporpammanay TUTIHAE NPOrpaMMallbiK KAMTaMaHbl
a3ipiieyre MyMKiHIK Oepe/i.
JluciMIiuiiHa  npejHasHayeHa  JUIs  H3YYeHHS
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CTaHJApPTHBIX THIIOB JAaHHBIX, KOHCTAHT, II€PEMEHHBIX,
Onepanui, OJIHOMEPHBIX M MHOIOMEPHBIX MAacCHBOR,
ykaszarenei. [losponur paspabaTeiBath nporpaMmHoOe
obecneueHne Ha A3bIKe IporpaMMUpoBanus C++.

Discipline is designed to study standard data types,
constants, variables, operations, one-dimensional and
multidimensional arrays, pointers. Allows you to
develop software in C ++ programming language..

2 cemectp / 2 cemecTp / Semester 2

KOO xomnonenti / BY3oscknii komnonent / University component

4 JKBIT MK | AKnaparTeIK-KOMMYHHKAIHSUIBIK | 5
OOJ1 OK | rexnosnorusiap

GCD CC | UudpopmanuonHo-
KOMMYHHKaIHOHHBIE TEXHOJIOTHH
Information and communication
technologies

Ilon  3amaHayd  aKnmapatThlK — TEXHOJIOIHSUIAPIBIH
MYMKIHJIIKTepI MEH Jamy KeJlelleriH, OHbIH IilIiHe
KOMITBIOTED ~ JKOHE  KOMIIBIOTEPIIK  JKeNiIep/iH
annaparThlK JKOHE IIPOrpaMMaliblK KaMTamallapbIHbIH
Kasipri >karjaiibl MeH Kelellerii  OKbIN-yipeHyre
OarpITTanrad. AJbIHFaH OUTIM 3amMaHayd akmaparThIK-
KOMMYHMKaIUSITBIK TEXHOJIOT HsIap bl Kacibu
KBI3METTIH TYpi OOJBICTApBIHAA, FBUIBIMH JKOHE
NPaKTHKAIBIK J)KYMBICTa, ©3 Oerinmie OLIiM amyna xoHe
Oacka J1a MakcaTTap/a KoJJJaHyFa MyMKiH/iK 6epei.
JlMcuuniMHa HampaBlieHa Ha M3y4YeHHE BO3MOKHOCTENt
COBPEMEHHBIX HH()OPMALIMOHHBIX  TEXHOJOIHH M
NEPCIIEKTHB HUX Pa3BHTHA, B TOM YHCIE COCTOSHHUS M
NEepPCHeKTHB anmnapaTHoro %} IIPOrPaMMHOT0
obecneueHus BBIYHCIIUTEJIbHBIX MaIliH "
KOMIIBIOTEPHEIX ceTell. IlomydeHHBbIe 3HAHUSA 1103BOAT
UCIIOJIL30BATh COBpPEMEHHEIE UH(POpPMAaIHOHHO-
KOMMYHHWKAIHOHHbIE TEXHOJIOTHH B Pa3IHYHbIX cepax
npodeccHoHaIbHON JeATEeIbHOCTH, Hay4HO-
NPaKTHYECKOH IEeATEILHOCTH, ISl CaMooOpa3oBaHus U
JpYTHX LeNei.

The discipline is aimed at studying the possibilities of
modern information technologies and their development
prospects, including the state and prospects of hardware
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and software of computers and computer networks. The
acquired knowledge will make it possible to use modern
information and communication technologies in various
fields of professional activity, scientific and practical
work, for self-educational and other purposes.

BIT2KOOK
BJ1 BK
BD UC

bIKTUManaplK  TepUsCHl  JKIHE
MaTeMaTHKaJIbIK CTATHCTHKA

Tepus BEPOSTHOCTHOCTH H
MaTeMaTH4YeCcKas CTaTHCTUKA
Probability theory and

mathematical statistics

Ilon  KOMOMHATOPHKAHBIH  HEri3ri  JJIEMEHTTEpIH,
bepHy/uiIH  cXeMachIHIAAarbl IIEKTI  TeopeManapibl,
yJIecTipyaiH MaHBbI3/1bl 3aHJIbUIBIKTApPbIH,
MaTeMaTHKAJIBIK CTaTHCTHKAHBIH HEri3ri YFhIMJapbIH
3epTTeyre MyMKiHmik Gepeni. Byn ap Typni ecenrtepai
wenry  yuwid  bIKTHManAbIKTap — TEOPHACHI  MEH
MaTeMaTHKAJIBIK CTATHCTHKA CANachIHAArbl TECOPHSUIBIK
OumiMII KOJIJaHyFa JKOHE BIKTUMAJIABIKTAD TEOPHSICHI
MEH MaTeMaTHKaIbIK CTATHCTHKA €CEeNTEePiH 3epTTey/IiH
anmaparbl MEH JJICiH JypbIc TaHJay JaribuiapblHa He
Honmyra MymKiHIIK Oepel.

JlMCLMIUIMHA TT03BOJISET H3YYHUTh OCHOBHBIE JJIEMEHTHI
KOMOMHATOPUKH, TMpejie/ibHble TEOPeMbl B CXeMe
Bepuyum, Haubosiee BaKHbIC 3aKOHBI paclpe/ieIeHui,
OCHOBHBIE TIOHATHS MaTeMaTH4YeCKOH CTaTHCTUKH. JlaeT
BO3MOXHOCTh TPHMEHSTH TEOPETHYECKHE 3HAHMS B
TEOPHH BEPOATHOCTH M MAaTEMaTHYeCKOH CTaTHCTHKH
JUIA PeLIeHMsl pa3MyHbIX 3a7a4 W HMMETh HaBBIKH
NpaBWJIBHOTO  BeIOOpa  ammapara W MeToja
HCCIIC/IOBAHUS  3aJa4y  TEOPHHM  BEPOATHOCTH H
MareMaTHYeCKOH CTATHCTHKH.

The discipline allows you to study the basic elements of
combinatorics, limit theorems in the Bernoulli scheme,
the most important laws of distributions, the Basic
concepts of mathematical statistics. This makes it
possible to apply theoretical knowledge in the field of
probability theory and mathematical statistics to solve
various problems and have the skills to correctly choose
the apparatus and method of studying problems in
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probability theory and mathematical statistics.

6 | bl

KOOK
bJ1 BK
BD UC

Java TUTIHIE o0OBeKTire
OarpITTAIFaH pOTpaMMaay
OOBEKTHO-OPHEHTHPOBAHHOE
nporpaMMHpoBaHHe Ha Java
Object-oriented programming on
Java

Ilon Java >korapbl JeHre#eri nporpammanay TuUTiH
naiilajiaHa OTBIPBIN, NPAKTHKAIBIK €CenTepi Miemy
Heri3ri JarjplUIapblH - anyfa, oObekTini-OarpITTanrad
nporpamMManay TEXHOJIOTHSICHIH MeHrepyre,
MaJIIMETTEp/li  OHAeY aIropuTMAepi MeH apTypi
KYPBUIBIMJIAPBIH, IporpaMmalay oJicTepiH KoJJaHy
JKoHe rpaQHKaibIK NMaianany sl nHTepdeiicin xysere
acelpyra, OOBEKTimi-0arbITTaIFal nporpamMmanayIbiH
Herisri TaciiiepiH naiijananyra, jaepekrep OasackiHa
Koceuty yiriH JDBC TeXHONOrHsChIH Naijiaiany YIIiH
Ken arelHael KockiMmanap mMen GUI-unrtepdeiicrepai
KypyFa MYMKIHJIIK Oepe/i.

JlucuMiuiMHa MO3BOJISIET MOJIYYHTh HABLIKM PpeEllEHHs
NPaKTHYECKHX 3a7a4 C MCIHOJIb30BaHMEM  S3bIKA
NpOorpaMMHPOBaHHS BBICOKOTO YpPOBHs Java, OCBOEHHE
TEXHOJIOTHH 00BEKTHO-OPHEHTHPOBAHHOTO
NpOrpaMMHPOBAHHS,  WCIOJIB30BaHWE  Pa3jIMYHBIX
CTPYKTYp H IrOpuTMOB 00pabOTKH JIaHHBIX, METOIOB
NPOrpaMMHPOBAHUS M  pealM3allid  rpaduuecKkoro
NOJIb30BATELCKOrO unrepdeiica, UCIIOJIL30BATH
OCHOBHBIE  IIpHEMbl  OOBEKTHO-OPHEHTHPOBAHHOTO
NpOrpaMMHPOBaHHs;  CO3/aBaTb  MHOIONOTOYHEIE
npunoxenuss #u  GUI-untepdeiicel, wucnonp3osatsh
texHosoruo JDBC s co3nanus noakimoyeHus kK 6ase
JIQaHHBIX.

Discipline allows you to get the skills to solve practical
problems using a high-level programming language
Java, mastering the technology of object-oriented
programming, using various structures and algorithms
for data processing, programming methods and
implementing a graphical user interface, use the basic
techniques of object-oriented programming; create
multi-threaded applications and GUI-interfaces, use

C++ TUIIHIE
nporpaMmmanay
ITporpamMmmupoBanue Ha
a3p1ke C++

Programming in language
CH++
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] JDBC technology to create a connection to the database. I

3cemectp /3cemectp / Semester3

KOO xomnouenri / BY3oBckniikommonenr / Universitycomponent

7 | XKbII MK
OOJ]1 OK
GCD CC

OJIEyMETTIK JKoHE casicH Oilim
Moy

Monyns COLIMATBHO-
NMOJJHTUYECKHX 3HAHHH

Social and Political Knowledge
Module

8

ITon  Kasipri KOFaMHBIH 9/IeyMETTIK-CasCH KYpbLIBICHL,
OMIIIK MIemiMiH JKy3ere achpbLIybl, TYPaibl FHUILIMH
OLTiM KalBINTACTHIPYFa, CAsCH XKyle MeH peXUMIEpIiH,
CasCH KYOBUIBICTAPIBIH TYPJi MOJENAEPiHiH ememi
OMICTEpiH JKOHE Je ONapiblH  e3apa  GaillaHbICHH
MeHrepyre OarpITTalFaH.

Jucuuninba HampaBieHa Ha pasBUTHE  HAy4HBIX
3HAHMH O  COLMAILHO-TIONIMTHIECKOM  YCTpOiiCTBe
COBPEMEHHOI0 00LIECTBA, MEXaHHW3ME peaH3aruy
BIIACTHBIX PELIEHHH, OBJIaIEHHEe OCHOBHBIMH METO/IaMH
H3MEPEHHS Pa3IMYHBIX MOJIETICH MOIMTHYECKHX CHCTEM
H PEXXUMOB, COIIMANLHBIX SABJICHHM H HX B3aHMOCBS3H C
MOJIMTHYECKUMH TPOLIECCAMH.

The discipline is aimed at developing scientific
knowledge about the socio-political structure of modern
society, the mechanism of implementation of power
decisions, to master the basic methods of measuring
various models of political systems and regimes, social
phenomena and their relationship with political
processes.

8 | BII XXOOK
bJ1 BK
BD UC

JInckperTi MaTeMaTHKa
JluckperHas MatemaTuka
Discrete mathematics

Ilon JMCKpeTTi KypbUIBIMJAApFa, MBICAJIBI, KHUBIHIAP,
KaTbIHAaCcTap, INEKCI3 anredpaibK Kyienep, mekcis
rpauKTep, IIEKCi3 aBTOMATTAap JKOHE (yukImsiap
CHSKTBI ONepalHsiapabl aHBIKTAyFa JKOHE KOJJaHyFa
OarpITTaTFaH  ecenTey TEXHHKACHIHBIH 3p Typm
CalaylapelH/a, TPOIO3UIHOHANIBI JKOHE IIPEJIHKATTHI
JIOTHKAHBIH ~KOMEriMEH apryMeHTTIH AYpBICTBIFBIH
TEeKcepy, TiKeneH Janennemenep/i naiinanana OTEIpBIII,
AanenneMenepai Kypy, Kapama-Kapchl KOO JKOJBIMEH
Jprenaey, KapaMa-KaiIibUIbIKTap JKOJIBIMEH JdJIeNey
JKOHE OpTYpIi cajanapiarkl ecenTepii Imemy yiria
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PEKYPPEHTTIK KaThIHACTHI KOJIJIaHy.

JlucUMIUIMHA ~ HampaBjJieHa Ha  ONpelelieHHe |
[pUMEHEHHE onepauii Hax JMCKPETHBIMH
CTPYKTypam#, TakKHMH KaK MHOXECTBA, OTHOILIECHHS,
OeckoHeuHble anredpaHyeckue CHCTeMbl, OECKOHEYHbIE
rpadpl, OeckoHeuyHble aBTOMaThl M  (YHKIMH B
pa3NMYHBIX 00JIACTSX  BBIUMCIHMTENILHOH  TEXHHKH,
NpoBEepKa MpPAaBUJIBHOCTH apryMeHra ¢ IOMOIIBIO
NPOTO3UIMOHAIBHOH WM TpE/MKaTHOH  JIOTHKH,
MOCTPOEHHE  JI0KA3aTeIbCTBA, HCIOJIB3Yys  IpsAMoe
JIOKa3aTeNbCTRO, JIOKa3aTeIbCTBO nyTem
MPOTHBOIOCTABJICHHS, JI0Ka3aTesIbCTBO yTeM
MPOTHBOPEYHsi M TNPUMEHEHHE  PEKYPPEHTHBIX
COOTHOIIEHHH JUIs pelieHus 3a1ad B Pa3IHyYHBIX
obnacrsax.

The discipline is aimed at the definition and application
of operations on discrete structures such as sets,
relations, infinite algebraic systems, infinite graphs,
infinite automata and functions in various fields of
computing, checking the correctness of an argument
using propositional and predicate logic, constructing a
proof using direct proof, proof by opposition, proof by
contradiction, and the use of recurrent relations to solve
tasks in various fields..

HKOOK
B/l BK
BD UC

KomnbloTepiik xyHenep MeH
JKeninepaiH apXMTEKTYpachl
APXHTEKTYpa KOMIBIOTEPHBIX
CHUCTEM M ceTeH

Architecture of computer systems and
networks

[ToHmi oKy Ke3iHZe 3amaHayd ecelntey Ky#HelepiH
KYPBUIBIMJIBIK JKoHE (YHKIIMOHAIIbI YHBIMIACTBIPY IBIH
NPUHIMITEPI, ecenrey KyieciHiH opTypii
KOMITOHEHTTEPIH/IE, LHQPIIbI KOMITBIOTEP/IIH
3JIEMEHTTEpPI MEH TyHiHAepiHae XKy3ere achlpbLIAThIH
HETI3T1 9/1icTEp MEH aJITOPHTM/IEP KapacThIpPbUIaIbI.

[lpp  W3ydeHHH  JHUCIMIUIHHBI  paccMaTpUBalOTCH
IIPHHIIHIIBI CTPYKTYPHO# u (yHKIMOHAIBHOM
OpraHM3allid COBPEMEHHBIX BBIYHCIIHTE/IBHBIX CHCTEM,
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0a30BbIX METOZOB M AlFOPHTMOB, PEAIH30BAHHBEIX B
Pa3IUYHBIX KOMIIOHEHTAX BBIYMCIUTEIBHONH CHCTEMBI,
SJIEMEHTBI H Y3JIbl LH(POBOTro KOMIIBIOTEPA.

The discipline allows to study the principles of the
structural and functional organization of modern
computer systems, basic methods and algorithms
implemented in various components of the computer
system, elements and nodes of a digital computer are
considered.

Tannay OobIHIIA KO

MIIOHETTTEC

/ KomnonenTs! mo Bbioopy / Optional Components

10

BII TK
BJl KB
BD EC

KBaHTTHIK MeEXaHHKa
KgpanroBasi MexaHHKa
Quantum mechanics

5

[loH KBaHTTHIK JXYHENepAiH KaCHETTEPIH CHNATTalTBIH
Herisri napaMeTtpiepai caHablK Oaranay JarbliapbiH
Hrepyre, KBAHTTBIK MeXaHHUKaHbIH Keneci
Genimaepinzeri ecentepai memryre OGarpiTTanrad: Oip
OJIIIeMIl KO3FaJbIC, KBa3H-KIACCHKAIBIK YBIKTay,
KO3y TEOPHSCHI, OPTAIBIK CHMMETPHSIIBI OpicTeri
KO3F&IBIC, MarHUT OpiciHjaeri KBaHTTHIK Oellex,
iameplpay TEOPHSACHl, YyaKbeIT OOWBIHINIA KyHIEpIiH
IBOJIIONMACH], KBAHTTHIK MEXaHHKAJarbl PelsTHBUCTIK
acepiep, OemeKTepIiH CoMKecTiri, kem OeIeKTi
KBAHTTHIK XYHenep, eKiHII KBaHTTay.

JlMcuuniaMHa HampasjeHa Ha NpUHOOpeTeHHe HABHIKOB
MONMy4YeHHs  KOJIHMYECTBEHHBIX OIIEHOK  OCHOBHBIX
napaMeTpoB, XapaKTepH3YIOIUX CBOICTBAa KBAaHTOBBIX
CHCTEM, pelIeHHEe 3ajJad [0 CIEIYIOUMM paszeliam
KBaHTOBOH  MEXaHMKH: OJHOMEPHOE  JIBH)KEHHE,
KBa3HKJIACCHYECKOE npHOIHKEHHE, TEOpHs
BO3MYIIEHHH, JIBHIKEHHE B [ICHTPATHbHO-CHMMETPHYHOM
1oJjie, KBAHTOBAs 4acTHIIA B MarHUTHOM IOJie, TEOPHS
paccessHUSI, OBOJIONMSA COCTOSHHH BO  BPEMEHH,
pensituBUCTCKHE 3(G(EKTHl B KBAaHTOBOH MEXaHHMKE,
TOX/IECTBEHHOCTh YaCcTHII, MHOI'0YaCTHYHBIE
KBAaHTOBBIE CHCTEMBI, BTOPUYHOE KBAaHTOBAHHUE.

The discipline is aimed at acquiring the skills to obtain
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quantitative ~estimates of the main parameters
characterizing the properties of quantum systems. solve
problems in the following areas of quantum mechanics:
one-dimensional motion, semiclassical approximation,
perturbation theory, motion in a centrally symmetric
field, quantum particle in a magnetic field, scattering
theory, evolution of states in time, relativistic effects in
quantum mechanics, identity of particles, many-particle
quantum systems , second quantization

11

BITTK
b1 KB
BD EC

AKnapaTTBIK Kayinci3miKTiH
(bH3MKaNbIK Herizaepi
DuznyeckHe OCHOBBI 3alIHTHI
UH(pOpMaITHH

Physical foundations of
information security

IIon  aKycTHKanbIK, ONTHKAIBIK, PaAHMO3IEKTPOHIBIK
apHanap OoiibIHIIA aKIApaTThIH aFyBIH TY/ABIPATHIH
TETIKTepIiH  (QU3MKANbIK  HerisjgepiH, coHpaii-ak
aKnapatThlH ~ OypMasaHyblH — 3epTTeyre  apHalFaH;
aKnapartel TeXHHKalNbIK apHamap apKbUIbl  arblll
KeTy[eH  Koprayra JKOHE  TeXHUKAIBIK Oapiay
KypaljiapelHa Kapcel Typyra OarbITTairad (DM3HKAIBIK
OpeKeTTep Heriznepi. AKNApaTTBIH Tapajibill KeTyiHiH
TCXHHKAIBIK apHAlapblH Kypy JKOHE aKNapaTThIK
npouecrepre  caHKUMsJIaHOaraH — ocepieH  Kopray
MIH/IETTEpiH Wlemryje ipreii IIeKTepre KON KETKi3y
Oemirinze  kasipri 3aMaHFbl  TEXHHKa  MeH
TEXHOJIOTHAHBIH MYMKIHIIKTepi KapacThIphLIY a.

Jlicuunummna — mpenHasHaYeHa A M3YYEHHS
(H3HYECKHX OCHOB MEXaHH3MOB, CO3JAIOMMUX YTEUKY
HHQOPMAllMH 10  aKyCTHYECKHM,  ONTHYECKHM,
PaJHO3IEKTPOHHBIM KaHANaM, a TakkKe MCKAKEHHs
HH(popManuu; (pu3vyeckux OCHOB  JIeHCTBHIA,
HalpaBJICHHBIX HA 3aI0MTYy HHGOPMALMH OT YTEUKH 110
TCXHHYECKHM  KaHalaM H  I[POTHBOAEHCTBYIOIIMX
Cpe/CTBaM TEXHHYECKOH pa3BeakH. Paccmarpusarorcs
BO3MOXHOCTH COBPEMEHHON TEXHHKH H TEXHOJIOTHH B
9acTH JOCTHXKEHUS (yHIaMEeHTAIbHBIX IIPENESIOB B
PCLICHHH 3a/la4 CO3JlaHMS TEXHHYECKHX KaHAJIOB
YTEYKH HHbOpMATHH " 3alUTHI oT
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HECAaHKITHOHHPOBAHHOTO BO3JIeHCTBHSA Ha
HH(HOPMAIIMOHHEIE MPOIECCHL.

The discipline is intended for the study of the physical
basis of the mechanisms that create the flow of
information on acoustic, optical, radio-electronic
channels, as well as the distortion of information;
physical bases of actions directed at protection of
information from leaks on technical channels and
countermeasures of technical intelligence.
Consideration of the possibility of modern equipment
and technology in the achievement of fundamental
limits in solving the problem of creating technical
channels of leakage of information and protection from
unauthorized access to information processes.

4 cemectp /4 cemectp / Semester 4

12

BI1

YKOOK
BJT BK
BD UC

AJITOPUTMJIEp  3KOHE JIepeKTep
KYPBUIBIMBI

AJNTOPUTMBI H CTPYKTYPbI JJAHHBIX
Algorithms and data structures

8

Ilon anroputmaep Herizri KacHeTTepi MeH JepeKTep
KYPLUIBIMIAPBIH  (TI3iM, CTeK, Ke3eK, aramirap,
rpaQukTep, XsImi-Kectenep), THIMI AITOPUTMIEPI
KYPY OMICTEpiH JKAHE ONap/sl Tamjaysl, aKnapaTThl
IIKI CYpBINTAayIbIH 9pTYpii aIropuTMIEpl MeH i3jey
€CENTEePiH OKBITYFa apHairan. by aNropuTMep
nainanel GOMybl MYMKiH karmaiinap, arOpUTMIEp/Ii
TallayMeH  OalilaHblc  KapacTBIPBUIALbl  KoHE
ITOPHTMAEPIIH THIMILTIr 3epTTelne. Anroput™zep
KYpAeIniiirin 6araiay macenesepi Ko3raaas..

JlMcuyIMAa Mpe/iHa3sHaYena IS H3yYeHHs OCHOBHBIX
CBOHCTB aITOPHTMOB M CTPYKTYP JAHHBIX (CIIHCOK,
CTEK, ouepelb, JEpeBbs, Ipadbl, X31I-TabJIHIEI),
METOJI0B IOCTPOCHHS 3P (HEKTUBHBIX AITOPHTMOB H HX
dHalli3a, O pasIHMYHBIX AITOPHTMAaX BHYTpEHHEH
COPTHPOBKM  HMHpOpPMAallMM ¥ 3aqa4  [TOMCKA.
PaccmarpuBatotes  curyammm, B KOTOPBIX  3TH
AJIITOPUTMBI MOTYT OBITH IOJIE3HBI, CBA3b C AHATH3IOM
AITOPHTMOB M uecenenyercs s dekTHBHOCTD

JluckperTi MaTemaTHka
Huckpernas matemaruka
Discrete mathematics

@ EHY 708-01-21 Karanor aucumning no obpasopatensHoii nporpamme. M3nanue BTOpOE




alrOPUTMOB.  3aTparHBalOTCS  BONPOCH  OIIEHKH
CJI0’KHOCTH aJITOPHTMOB.

The discipline is designed to study the basic properties
of algorithms and data structures (list, stack, queue,
trees, graphs, hash tables), methods for constructing
effective algorithms and their analysis, about various
algorithms for internal sorting of information and search
problems. The situations in which these algorithms can
be useful are considered, the connection with the
analysis of algorithms and the efficiency of the
algorithms is investigated. The issues of assessing the
complexity of algorithms are touched.

13 | KII

AKOOK
IT]]1 BK
PD UC

Mainunara GarpITTanran
Oarmapnamainay
MamunHO-0pHeHTHPOBaHHOE
IIPOrpaMMHUPOBAHHE
Machine-oriented programming

[lon 6inim anmymbitapna ecentey mporeciniy OaprIch!
Typajibl —TYTac TYCIHIKTI KaJIBINTACTBIPYFA JKOHE
acceMmOnep nenreitinmeri tinue IIporpaMMablK Ko/ImeH
’KYMBIC iCTey JaFIbUIapbIH allyFa GarsITTajFaH.

Kypcra mpoueccop xomanpanapsm xonnany oicrepi
MeH AccemOnep Tini  oKerThUIaAs.  Kommbioerp

MabICHIH xibepy, azpecTey KOMaHJ[aJIapkl,
XKajlayJaplblH PETHCTpi, OGacKapy[sl INApTCHI3 IKOHE
LIapTTEI xi06epy, CaNBICTBIPY KOMaH/1aJ1apbl
KapacTBIPBLIAIBL IIpouenypa MeH
MakKkpOKOMaHanap/bl KYpyra, MaTeMaTHKAaJIbIK
KOCBIMIIIA TTPONECCOP KOMaHjanaphlHa €peKIie Ha3ap
ay1apbUIajibl.

JlicuuIuIMEa  OpPHEHTHpPOBaHA HAa (HOPMHUPOBAHHUE y
oOyyarommxcs LENOCTHOTO MNpEACTABICHHS O XOJe
BBIYMCITHTENIBHOrO IIPOLECca H MONYYEHHE HABBIKOB
paboTBl ¢ NpOrpaMMHBIM KOZOM Ha S3BIKE YPOBHS
accembiepa

B Kypce m3ywaloTcs METOHBI HCNONB30BAHHS KOMAH
npoueccopa u s3bpika Accembnepa. Paccmarpuparorcs
KOMaHJIbI II€PECBUIKH, a/[pecallus aMATH KOMIBIOTepa,
peructp ¢uiaroB, KOMaHabl CpPaBHEHHs, GE3yCIOBHOM U

(8, TLTIHJIE
IporpaMMaay
IIporpamMmmupoBanue Ha
a3pike CH++

Programming in language
C++

® EHY 708-01-21 Karaor aucuunnun no oGpasosatensHoii nporpamme. M3nanue Bropoe



YCTIOBHOM nepenauy ynpasieHus. OCHOBHOE BHUMaHHE
yaensercs paspaboTke Ipoleayp W MakpOKOMaH, a
TaKKe KOMaH/laM MaTeMaTHYeCKOTO COIIPOIIeccopa.

The discipline is focused on the formation of a holistic
view of the progress of the computational process and
the acquisition of skills to work with program code in
an assembler language.

The course examines methods for using processor
commands and assembly language. It considers the
transfer commands, the addressing of computer
memory, the register of flags, the comparison
command, unconditional and conditional transfer of
control. The focus is on the development of procedures
and macros, as well as the commands of the math
coprocessor

14 | BIT 2KOOK
bJ1 BK
BD UC

Kubepkayinci3zaik Herizuepi
OcHoBel kubepbe3onacHOCTH
Cybersecurity Foundations

IloH aKmapaTTHIK KOFaMarbl KayilCi3miK —Typasbl
KAl TYCIHIKTED MeH JaribUiap/bl alyFa JKoHe
aKmapatThlK KayincCi3lik TeXHOJIOTHsJIAPBIH TYCiHYi
KaJIBIITAaCTBIpyFa, Oapiblk  KbI3MET  cajajiaphiHia
KuOepKayincisik TyKbIpbIMIaMachlH KoljaHa Ginyre,
JIEKTPOHJBIK ~ KOMMYHHKAIHANAp apKbUIbl  ©3apa
OPEKETTECTIKTI XKOHE MAIIMETTEPMEH aIMacy Ikl XKy3ere
acelpaThlH MEMJIEKETTIK JKOHE MEMJIEKETTIK eMec
YHBIMIAD MEH MEKEMEIEpJiH aKMapaTThl KOprayblH

KYKBIKTBIK KOHE IPOrpaMMAabIK-TeXHHKAJIBIK,
MacelleNIepit, aKnapaTThK Kayilci3aik Herisiepin xoHe
ajaMMeH aKIapaTThIK npouecTepIiH @3apa

OPEKETTECYiH  PpETTeyliH MNpPAaKTHKAIBIK OiCTepiH
MeHrepyre OarbpITTaIFaH.

JlucuMiuiMHa HampapjieHa Ha IOJyYeHHe HABBIKOB H
obumx  mpencraBieHMH 0 (e30macHOCTH B
uHpopManMoHHOM ~ obmiecTBe W (OPMHpOBaHHE
[IOHUMaHHE TEXHOJIOTHI HH(OPMAITHOHHOM
0€30I1aCHOCTH,  YMEHHMH  NPUMEHSTh  KOHIIEHIIHIO

@ EHY 708-01-21 Karanor aucunnius no obpasosatensHoii nporpamme. Hatanne sropoe




KHOepbe30macHOCTH BO Beex chepax nesTenbHOCTH,
M3YUCHHC IPaBOBBIX M  IIPOrPAMMHO-TEXHHUYECKHUX
npobieM 3ammTsel HHpOPMaIMH roCy/1apCTBEHHBIX H
HEroCynapCTBEHHBIX OpraHu3anuii u YUpeXKISHUH,
OCYIIECTBILIIOINX B3aHMOEHCTBHE M 0OMEH JaHHBIMH
TIOCPCAICTBOM ~ SJIEKTPOHHBIX KOMMYHHKAIHH, OCHOB
HHOOPMAIMOHHON  Ge3onacHocTH U IPaKTHYECKHX
METO/IOB PeryJIMpoBaHUs B3aUMO/IeHCTBHII
HH(OPMAIMOHHBIX TPOIECCOB C YeIOBEKOM.

Discipline is aimed at obtaining skills and General
understanding of security in the information society and
to form an understanding of information security
technologies, students will be able toapply the concept
of cyber security in all areas of activity, to study the
legal and software and technical problems of
information  protection of state and non-state
organizations and institutions that carry out interaction
and data exchange through electronic communications,
the basics of information security and practical methods
of regulation interactions of information processes with
a person

AKnaparrap Meu KozjTay
TEOPHSACEI

Teopus unpopmanuu u
KOJHPOBaHHS

Information and Coding Theory

ITon  suTpommsnel, akmaparTe! enuey OipmikrepiH,
aKIapaTTel OHJEY/i, TapaTy >KbULIAMIBIFBIH 3epTreyre
OarbITTANFAH. Crymentrep y3ik  sxome Y31iKci3
CHTHANIApIbIH MaTiMeTTepai Gepy KOHIEIIIHATAPHIH,
aKIapaT = TEOPHACHI MEH  aKHapaTThIK Xyienep
TYCIHIKTEpi HeTi3iHZe SHTPONHSAHBI KoHe aKmnapar
CaHbIH 3epTTEH/Ii.

Huciunnuaa opueHTHpoBaHa Ha H3yYEHHE SHTPOIIMH,
CIMHHL  H3MepeHHs  HH(opMauy, obpaboTku
MH(OPMAIHK, CKOPOCTH mHepenaum. CrynenTsr usyyar
KOHICILHUH N€peNavyd JaHHBIX [PEPBIBUCTHIX U
HEIPCPBIBHBIX CHTHAJOB, 3HTPONHMIO H KOJHYECTBO
HMHPOPMAIIHM HA OCHOBE MOHATHI TEOpPHH HHpOpMaUH

15 | BI1 2KOOK
b1 BK
BD UC
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¥ HH)OPMAIIMOHHEIX CHCTEM.

Discipline is focused on the study of entropy, units of
information, information processing, transmission
speed. Students will learn the concepts of intermittent
and continuous data transmission, entropy, and the
amount of information based on the concepts of
information theory and information systems.

Tanaay Goiibinma KOO komnoneri / By3oBckuii KoMmonenT 1o BbIOOpY / Optional University Components

16 | JKBIT TK | Kacinkepmik »xaHe 6u3Hec 5 Ilon  ym GarbiTTel KamTHabl: Gusmecti Gackapy,
OO KB | IlpeanpuHuMaTenbeTBO M GH3HEC KBI3METTIH ~ JKOHOMHKAIBIK,  QJE€yMETTIK  KoHe
GCD EC | Entrepreneurship and business OKOJIOTHSUIBIK ~ aschl; OM3HeC wHJes KoHe Owu3Hec

Kocnapzel nameiTy. [IoHHIH Herisri GarbITTaphIHBIH
Oipi peTinze CTyJeHTTepAi sKeKe sKayamkepuIiTikke,
bIHTAJIAH/ILIPYFd, HHHOBAIMSIIBIKKA, TAMBIHBICKA JKoHE
KOFaM aJIZIbIHJIar bl Xay anKepIIiliKKe YipeTei.
JaHHBIH Kypc BKIIOYAET TpM HampaBlIeHHs: OM3HeC
aIIMMHUCTPHPOBAHHE, OKOHOMMKA, COLHAIBHBIE H
SKOJIOTHYECKHE  pPaMKH JKH3HE/IesTeJIbHOCTH, OH3HEC
Hjes U paspaborka 6usHec minana. Ocoboe 3HaueHHe B
Kypce yaensercss BaXXHOCTH (OPMHPOBAHHS TaKux
MO3MIMH, KaKk IepcoHaIbHAs  OTBETCTBEHHOCT,
MOTHBAIMA, JyX HMHHOBalMii, JHOOOMBITCTBO H
OTBETCTBEHHOCTS IIepe]] OOLIECTBOM.

This course includes three directions: Business
administration, Economics, social and ecological
framework of life; Business idea and business plan
development. The special value in this course is given
to the importance of forming such positions as personal
responsibility, motivation, the spirit of innovation,
curiosity, social responsibility.

17 [ XKBIT TK | Ludppasix TEXHOJIOTUSANAPILI | 5 Ilon  xommamy camanapel GoiibiHma Kasakcran
OOZ KB | cananap GoiibiHma Kosiiany Pecnybnukachieig «udpnasik Kasaxcran»
GCD EC | [ludpoBele  TexHONOrHH 1o MemitekerTik Garnapnamackln enipy koHe Kysere

OTpacisiM NPUMEHEHHS aceIpyJIbIH  Heri3ri KE3eH/IEPiH, 3NEKTPOHIBIK
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Digital technologies by branches
of application

KBI3METTEP/l KOPCETYHiH caHIbIK IUIaTdopMaiapbiH,
opTypni KociOM camamapaa uMQpIBIK  aKnapaTThl
OHJIIPYIiH TYPJI 9MICTepiH KapacThIpaIbL.

JlucuunivHa — paccMaTpHBaeT — OCHOBHBIE  JTallbl
BHEJPEHUd W peanu3almd | ocyJapCTBEHHOH
nporpaMmbel PK «Iludporoit Kaszaxcrany», nudpossie
maT(OpMBl OKa3aHUS JJIEKTPOHHBIX YCIIYT, Pa3HYHbIE
crocobbl  0bpaboTku  1mdpoBoit  MHpOopManmH B
Pa3IMYHBIX TPOQECCHOHANBHBIX 00J1acTsX.

The discipline examines the main stages of
implementation and realization of the State Program of
the Republic of Kazakhstan “Digital Kazakhstan”,
digital platforms for the provision of electronic services,
various ways of processing digital information in
various professional fields.

18

XKBIT TK
00J1 KB
GCD EK

Ickepiik puTOpHKa
Jlenosas putopuka
Business rhetoric

[IoH HaKTBI MIHAETTEpre KOJ JKETKi3y YLIH KbI3METTIK
CaJlaHBIH dp TYpJIEpiHJAE amamaap apachlHIa THIMII
XKOHE CeHIMJi ceiineyai xyprizyre Oarwirranrad. Ilon
e3 OHBIH Oinmipyre, cayarThl JMAlOr, MOHOJIOT,
mikipranacrap ypri3yre, KOMMYHHKATHBTIK JIaF/bliap
MEH MalllbIKTap[pl, INeIIeHAIK OHepai MeHrepyre,
HICMIEH/IK ONIBIH KOMMYHHKATHBTIK HHETIH TYCIHyre
MYMKIHZIK Gepei.

Jucuuniuna OpHEHTHpPOBaHa Ha BeJIeHHE
o deKTHBHOH M yOequTeNbHON peud MEXIy JIHOIbMH
OpH pasJIMYHBIX BHIaX ciayxebHoi chepwr s
JOCTHXKCHHS  KOHKPETHBIX  3amad. Jlucumruimea
[IO3BOJIAET HAYYHUTHCS BBIPAXKAaTh CBOH MBICIIH, BECTH
IpPaMOTHBIH JHMAJIOr, MOHOJIOT, JHMCKYCCHH, 005anaTh
KOMMYHHUKATHBHBIMH ~ YMEHHSMH M  HaBBIKAMH,
OpaTOPCKUM HCKYCCTBOM, HNOHAMATE
KOMMYHHKaTHBHOE HaMEpeHHEe opaTopa.

The discipline is focused on maintaining effective and
persuasive speech between people in various types of
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service areas to achieve specific tasks. Discipline allows
students to learn how to express your thoughts, conduct
a competent dialogue, monologue, discussions, have
communicative skills and abilities, oratory, understand
the communicative intent of the speaker.

19

XBII TK
OOJT KB
GCD EC

DKOJIOTHs Herizzepi HOHE
TIPHILTIK Kayinci3airi

OCHOBBI 9KOJIOTHH H
0Oe30macHOCTH
KH3HENEATEIEHOCTH

Fundamentals of ecology and life
safety

ITon enbek >oHE eMip TIPIIUIrIHIH Kayinci3 XoHe
3USHCBI3 XKaFAaiblH KYpY/ibl, OHIIPICTIK >kabapIKTap/bl
MOHTaX/lay JKoHe TmaljanaHy Kes3iHJe Kayincismik
HlapaJapblH  CaKTay/lbl, XaJbIKThl JKOHE OHJIIpICTIK
IepCOHANB], MIApyallbUIBIK JKYPrizy OOBeKTinepin
BIKTHMaJI ~ cajjiap/iad, aBapusUlapjiaH, amnarTap/aH,
arnaTrapgaH Kopray OofibIHINIA TeTeHIe jkaraaiinapia
cayaTThl IIelriM Kabbuiaay/isl xkoHe 6oimkay sl YipeHy
)KOHE OJIap[blH CalJapblH JKOIOJBIH JafJbLIapbiH
KaJIBINTACThIpyFa MyMKIHIIK Oeperi.

JlucuuniauHa ~ OpHEeHTHpOBaHa Ha  (opMHpOBaHHE
HAaBBIKOB CO3JaHMs Oe3omacHoro #u  Oe3BpemHOro
YCIOBHH TpyJa M JKM3HEIEATEIBHOCTH, COOIIONaTh
Mepbl 0e30MacHOCTH TIPH MOHTaXe M O3KCIUTyaTallHu
IIPOM3BOJCTBEHHOI0 000py0BaHHS, IPOTHO3HPOBATH H
IPUHUMAThL TIPaMOTHBIE  peIIeHHs B  YCIIOBHSX
Ype3BBIYAWHBIX CHTYAlHi IO 3alIHTe HACEJICHHS H
IIPOHU3BOJCTBEHHOIO IepcoHana, 00BEKTOB
X03s1iiCTBOBaHHS OT BO3MOXKHBIX IOCJIE/ICTBHI, aBapHii,
KaracTpod), CTHXUH U IMKBUAUPOBATH UX MOCIIEACTBHSL.
Discipline allows you to form basic skills for creating
safe and harmless working and living conditions,
observe safety precautions during installation and
operation of production equipment, predict and make
competent decisions in emergency situations to protect
the population and production staff, facilities from
possible consequences, accidents, disasters, the
elements and eliminate their consequences.

20

KBII TK

PyXxaHu XaHFbIPY

byJ noHI OKBITY KaXeTTUTirl 6apliblK Ka3ipri 3aMaHfbl
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OOJ1 KB
GCD EK

Pyxanu xaHreipy
Rukhani Zhangyru

Kayin-katepiaep MeH okahaHJaHy —CBIH-KaTeplepid
ecKepe  OTBIPBIN,  Ka3aKCTaH[BIKTapIblH  pyXaHH
KYHIBUIBIKTAPBIH  JKAHFBIPTYFa OarpITTaiFaH  JKOHE
KOFaMIBIK ~ CaHaHBl  JKAHFBIPTY/IBIH, Oacekere
KaOiMeTTLMKTI, mparMaTu3MIi JaMBITYIbIH, YJITTHIK
GipereitmikTi cakTayablH, a3amaTTapiblH OuliM MeH
CaHACHIHBIH AIBIKTBIFBIH TaHBIMAJ/IAY JIbIH
MaHBI3/IbUIBIFBIH aTal KepceTe/i.

HeobxomumocTh 00y4YeHHs JaHHOH  JIMCLMIUIHHBI
o0ycJlOBJIeHA TeM, YTO OHa OpUEHTHPOBaHa Ha
BO3POX/IEHHE IYXOBHBIX IICHHOCTEH Ka3aXCTaHIIEB C
YyYETOM BCEX COBPEMEHHBIX pPHCKOB M BBI30BOB
rio0anu3aniu " MOTYEPKUBAET BKHOCTh
MOJICpHH3AIlHH OOINECTBEHHOTO CO3HAHMs, Pa3sBHUTHS
KOHKYPEHTOCIIOCOOHOCTH, IIparMaTtusma, COXpaHCHHS
HALMOHAIBHON MICHTHYHOCTH, MOMyIIpH3allui KyJbTa
3HAHUSA H OTKPHITOCTH CO3HAHMS IPakK/IaH.

The need to teach this discipline is due to the fact that it
is focused on the revival of the spiritual values of
people of Kazakhstan, taking into account all the
modern risks and challenges of globalization, and
stresses the importance of modernizing public
consciousness, developing competitiveness,
pragmatism, preserving national identity, popularizing
the cult of knowledge and openness of consciousness of
citizens.

21 | KBII TK
00J1 KB
GCD EC

[ckepiik MJICHHET
KynbTypa aenoBoro obmeHHs
Business culture

[Ton ickepmik JkoHe KociOM  KaphIM-KaThIHACTA
CTAHAApPTTHI JKOHE CTAHIAPTTBI eMec MiHJIeTTepi
miemyre, KociOM 9THKa MeH KociOH KBbI3METTIH
TaJlanTapblH KOJIIaHy¥a, OHBIH HOPMATHBI,
OPBIHABUIBIFEL  MEH  MAaKCaTTBUIBIFBI  TYPFBICHIHAH
ceiiney/ii Tanjayra, aybi3lia XoHe ja30aia ceineyneri
KaTeliKTep MeH KeMINUIIKTepAi JKOIFa MYMKIHIIK
Oepei.
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JlMcuHMmmMHEa  NMO3BOJSET  pemlaTh  CTAaHIAPTHBIE M
HEeCTaHJapTHEIE 3a71a41 B JEeI0BOM H
NpoQecCHOHATLHOM OOIIEHHH, IPUMEHATH TpeGoBaHHS
NpOECCHOHATLHON  THKH | npodeccuoHansHOi
NEATENBHOCTH, aHAIM3UPOBATh PEYb C TOYKH 3PEHHS ee
HOPMAaTHBHOCTH, YMECTHOCTH M IIeJeco06pa3sHOCTH,
YCTpaHsiTh OWMOKH M HENOYEeTHl B YCTHOH M
IIHCEMEHHOH peyH.

Discipline allows solving standard and non-standard
tasks in business and professional communication,
applying the requirements of professional ethics and
professional activity, analyzing speech from the point of
view of its normativity, relevance and expediency,
eliminating errors and omissions in oral and written
speech.

S cemecTp /5 cemectp / Semester 5

KOO komnonenti / BY3oBckuii KoMnoHenr / University component

22 | BIT )KOOK
BJ1 BK
BD UC

OnepanusisIk xyienep
OneparnoHHbIe CHCTEMBI
Operating systems

5

Kypc asceimna 3amaHayn —oneparmsuisik Ky#enep
ApXUTEKTYPAChl OKBITBLIAAbI. OnepannsuisK Kyienepi
KYPY NPHHIHMITEP] MEH TYKBIPhIMIAMAILIK HeTi3zepi,
pouecTep/i, HAJIBIHBI XKoHE OIEePAITHSIBIK
KYHenepieri  eHrisy-umsrapyasl, Gackapy —omicrepi,
Kypanjapel MEH aIrOpMTMIEpi  KapacTHIPhLIAJIbL.
Ilpaktukaneix cabakrapma UNIX/Linux, Microsoft
KOMIIaHHUACBIHBIH JKHE HAKThI yakbiTTarbl OX skyifemik
HHTEpQeHcTepi urepinemi.

B pamkax  kypca  m3ywaiorcs  apxmreKTypsl
COBPEMEHHBIX OIEepalHOHHBIX CHCTEM.
PaccmarpuBatoTcs  npHHIMOBI  mOCTpoeHHs — u
KOHUENTYalbHbIe OCHOBBI ~OIEPAIlHOHHBIX CHCTEM,
METOJBI, ~CPEACTBA M  AITOPHTMBI  YIpaBICHUS
NpOLIECCaMH, NaMATBIO W  BBOJOM-BHIBOIOM B
ONEepalMOHHBIX cHcTeMax. Ha mpakTuyeckux 3aHSTHAX
u3ydaercs cHcTeMHblH  HHTepdeiic OC cemeiicTra

Komnetorepnik xkyiienep

MEH JKeJLIep/iH
apXMTEKTypacsl
ApXHTeKTYpa
KOMIbIOTEPHBIX CHCTEM H
cerei

Architecture  of computer
systems and networks
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UNIX/Linux, xommaiuun Microsoft 1 OC peanbHoro
BPEMEHH.

The course studies the architecture of modern operating
systems. The principles of construction and conceptual
foundations of operating systems, methods, tools and
algorithms for managing processes, memory and input-
output in operating systems are considered. In practical
classes, the system interface of the UNIX / Linux
family of computers, Microsoft and the real-time OS is
studied.

23 | BII XKOOK | JKeninik TexHONMOrUsIap 5
bJ1 BK Herizzepi
BD UC OCHOBBI CETEBBIX TEXHOJIOTHH

Network technology basics

Kypc TenekOMMYHHKALMSUIBIK —€cenTey KeJiepiH
xkobamay koHe ©Oackapy HerizJepiH MeHirepyre
apHanraH.balinanpic KaHangapel MeH ChI3BIKTaphIHBIH
HEri3ri cunarraManapel KapacTblpbUiajbl. Jlepekrepil
Ki0epyain mudpnelK KyienepiH Kypy epekuieaikrepi
urepineni. JKenimik e3apa opekeTTecy MOENIEpIH
MeHrepyre aca Haszap aynapsurran: OSI, TCP/IP,
KOJITaHOAIBI IPOTOKOJIIAp JKIHE KbI3METTEp

Kypc mocesinieH u3y4eHHIO OCHOB NPOEKTHPOBAHHUS M
aJIMHHHCTPHPOBAHHUS TeJIeKOMMYHHKAITHOHHBIX
BBIYMCIIHTENBHBIX ceTei. PaccMaTpHBalOTCs OCHOBHEIE
XapaKTepUCTHKH JIHHUA M KaHaioB cBs3H. M3yualorcs
0cOOEHHOCTH MOCTPOCHHS IH(PPOBBIX CHCTEM NEpe/iadn
naHHbelX. Ocofoe BHHMaHHE YJensercs H3Y4YEHHIO
MoJiesiel ceTeBoro B3aumojiedcTBus, Takux kak OSI,
TCP/IP, npukyiaaHbeiM MPOTOKOJIaM H CEPBHCAM.

The course is devoted to studying the basics of
designing and administering telecommunications
computer networks. The main characteristics of lines
and communication channels are considered. Studied
features of building digital data transmission systems.
Special attention is paid to the study of network
interaction models, such as OSI, TCP / IP, application
protocols and services.

KomnstoTepaik xy#enep
MEH JKesinepain
apXUTEeKTYpachl
ApxuTekTypa
KOMITBIOTEPHBIX CHCTEM H
ceTe

Architecture of computer
systems and networks
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24 | KIT XO00K
IT]1 BK
PD UC

Jlepextep O6a3anapblHBIH
TEOPHACHI JKIHE JIepeKTepIi
OKIMIILTIKTEHAIPY

Teopus 6a3 naHHBIX H

aJMHHHCTPHUPOBAHHE JJAHHBIX

Database  theory  and
administration

data

Kypc TYKBIpbIMaMAaJIbIK, JIOTHKAJIBIK KoHE (PU3UKAIIBIK
JIEpEKTEP  MOJEJBJEPIH  peciMIeydiH  TEOPHSCHI,
aJlicTepi MeH TEXHOJIOTHSUIAPBIH KaMTHAbL. JlepexTepi
enaeymin omOeban TinuepiHe, COHa#-aK JepeKTep
Gazaceln  Oackapy  okyienepin  kypyra, JIKBX
KOMEriMeH JiepeKTepre OHTAMIBI KOJ JKEeTKI3yre jKoHe
coH/aii-aK Jepek 0a3achlH OKIMIIUIEHAIpYTre epeKine
KOHLI OeiHe .

B Kypce paccMaTpHBalOTCS TEOPHH, METOJbI H
TEXHOJIOTHH (hopMmanu3anmuu KOHIIETITY &JTbHBIX,
JOTHYECKHX M (PH3MUYECKHX Mojenel JaHHBIX. Ocoboe
BHUMAaHHE  yJejsieTcs  YHHBEpPCAlIbHBIM  sA3bIKaM
MaHMIYJTMPOBAHUS JIAHHBIMH, IIOCTPOCHHUIO CHCTEM
ynpasjieHust 0a3aMH JaHHBIX H ONTHMAJILHOMY JIOCTYIly
K JaHHeIM ¢ Hcnoas3oBanueM CYBJl, a Takke
aJMHHHCTpHpOBaHHIO b/ .

The course covers the theory, methods and technologies
of formalization of conceptual, logical and physical data
models. Special attention is paid to the universal data
manipulation languages, the construction of database
management systems and optimal data access using the
DBMS as well as database administration..

Tannay Goiibinma komnonertrep / Komnonentsl no Buibopy / Optional Components

25 [ BII TK
B/ KB
BD EC

CaHJbIK 2TeKTPOHHKA
[ludposas aneKTpOHHKA
Digital electronics

5

[ToH Heri3ri JOrMKanbIK cXemaiap, KOMOMHALMAIBIK JKoHE
Ti30eKkTi THOTI  KYPBUIFBLIApAbl  OKWIbL. ACHHXPOH/BI,
MOTEHUMAN »OHE CHHXPOH/bl ABTOMATTAp TEOPHACHIHBIH
HeriznepiHe, coHAai-ak OacTel norukanelk cyibanapra
cyieHe OTHIPbIN CaHABIK TYHIHAEPAIH CHHTE3l JKy3sere
acwipbinansl. CaHABIK  KypbUIFbUIapAbl  kobamay  yiH
MHTErpas/ibl CXeMaiap/bl nai1ananyKapacTbipbiia/ibl.

Jlucumruinia  w3y4aetr 0a3oBble  JIOTHYECKHE  CXEMBl,
ycTpoiicTBa KOMOMHALMOHHOTO W MOCIEN0BaTENLHOCTHOIO
tunoe. Ha ocHOBe TEOpHH aCMHXPOHHBIX MOTEHUHANBHBIX H
CMHXPOHHBIX aBTOMATOB, a TakKe 6a30BbIX JIOTHYECKHX CXeM
OCYLUECTBJISIETCA CHHTE3 MG pPOBBIX Y3J10B.
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PaccmaTtpuBaeTcs mnpuMeHEHME MHTErpajibHbIX CXeM Jis
MPOEKTHPOBAHHUSA LU(PPOBBIX YCTPOHCTB.

Discipline studies basic logic circuits, devices of
combinational and sequential types. Based on the theory of
asynchronous potential and synchronous automata, as well as
basic logic circuits, the synthesis of digital nodes is carried
out. We consider the use of integrated circuits for the design
of digital devices.

26

BI1 TK
BJ1 KB
BD EC

Canypik cys1baTexXHUKachl
ITudposas cxemoTexHHKA
Digital circuitry

Kypc cxemoTexHMKaHbIH 31eMeHTTep 0aszachl Typasibl
(pe3ucTopnap, KOHAeHcaTopiap, AHOATAap, TPaH3MCTOpJap,
MHKpOCXeManap, ONTO3JIEKTPOHHKA 3JIEMEHTTEpi) JKarbl
aKnapatTel KapacTbipaibl. Mukpocxemanap Oasucinzeri
JIOTHKANBIK ~ 2JIEMEHTTEp MeH  JIOTHKanblK  »kobanay
OKbITbUIa/Ibl. DYHKIMOHANABIK TYHIHAEP/I, COHBIMEH Katap
U (PABI-aHAIOTTHIK JKOHE aHAJIOrThI-LUGPIIbI
TYPJIEHAIPriluTepTi Mrepyre epekile Haszap ayJapbuUiFaH.
Kype paccmarpuBaer obuue cBeaeHus o6 aneMeHTHOM Oaze
CXEMOTEXHMKH  (pe3HCTOpbl,  KOHAEHCATOPbl,  AHOMIBI,
TPAH3UCTOPBI, MHKPOCXEMbI, 3JIEMEHTBI ONTOIJIEKTPOHHKH).
MzyuaioTcs  JIorMYeCKHE  JIEMEHTBI M JIOTHYECKOe
npoekTHpoBaHue B Gazucax MukpocxeM. Ocoboe BHHMaHHe
YAENEHO M3YYEHHIO (YHKIMOHATBHBIX Y3JIOB, a TakKxkKe
LHbPO-aHATIOTOBBIX u aHanoro-uuQpoBeIx
npeobpa3oBaTesneii.

The course considers general information about the circuitry
element base (resistors, capacitors, diodes, transistors,
microcircuits, elements of optoelectronics). We study the
logical elements and logical design in the bases of the chip.
Particular attention is paid to the study of functional units, as
well as digital-analog and analog-to-digital converters.

27

BII TK
BJI KB
BD EC

AXnaparThl KOpFay IbIH
IIpOrpaMMalibIK-annapaTThIK
Kypaiaapsl
IIporpaMMHoO-anmaparHbie
CpeIICTBA 3aIIHUTH HH(pOpMaIHH
Hardware-software means of
information security

AKnapaTThl NpOrpaMManbIK-anmnapaTThlK KOPFayAblH Herisri
yreIMzapsl, AepekTepre Kon ketkizyaiH KX-cyObektinepin
naijanaHywsliapelH - coiikecTeHaipy, ¢daiinpapra  Kon
JKETKI3y[l IlIeKTey Kypangapsl MeH ajicTepi, aknaparThl
KpUNTOrpadusIblK KOPFay/IblH annapaTThiK-NporpaMmanbik
Kypanaapel, 9EM koMmoHeHTTepiHe KON JKeTKi3yAi LeKTey
o/licTepi MeH Kypaiaapel, NporpaMmanapibl pYKCaTchi3

Kubepkayincizmik
Herizaepi

OcHOBBI
kubepOe3onacHoCTH
Cybersecurity Foundations
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KeuipyneH, Oy3artbiH nporpammansik acepiepiaed (KOKT)
Kopray, KpHNTOrpadusIbIK KiaTTepai Dackapy
KapacTelpbUiajibl. OaFiapiamanblk Kypaiaapibl 3epTTeyleH
KOpray

PaccMaTpHBalOTCA ~ OCHOBHBIE  TOHATHA  NMPOrpaMMHO-
annapaTHOH  3awmuThl  WHGOpPMalUWH, HAEHTH(HKaLKS
nosib3oBarenei KC-cyObekToB 10CcTyna K 1aHHbIM, CPECTBa
M MeTO/Ibl OrpaHuveHusi aoctyna K caiinam, annapaTHo-
MpOrpaMMHbIe  CPEACTBA  KPUMTOrpadM4ecKoi  3alluThl
MH(OpPMAaLIMH, METObI M CPeICTBA OrpaHHUYEHHS J0CTYMNa K

KOMITOHEHTaM OBM, 3alMTa nporpamm or
HECaHKLIMOHHPOBAHHOIO KOMMPOBaHHsA, OT pas3pylUaroliHX
nporpaMMHbIX BO3JCHCTBUH (PI1B), yripaBlieHHe

KpunrorpagHYeCKUMH KIIOYaMH, 3alluTa MNPOrpaMMHbIX
CpPeCTB OT HCC/IeOBAHHUA

The basic concepts of software and hardware protection of
information, identification of users of CS-subjects of data
access, means and methods for restricting access to files,
hardware and software for cryptographic information
protection, methods and means for restricting access to
computer components, protecting  programs  from
unauthorized copying, from destructive software impacts
(RPI), cryptographic key management, protection of software
from research

28 | BII TK BeG-TexHonorusnap Kayincisairi Kypc crynentrepme KyxarthiH oOwektinik Mozeni | Kubepkayincizmix
b1 KB bezonacHocTs Web-TexHonorui (DOM), JavaScript mporpaMmanay Tilli JKOHE OHBI | Herizaepi
BD EC Web Technology Security HHTEPAKTHBTI web-0eTrepai Kypy yumin mnaiinanany | OCHOBBI
KoHE KOprajiraH web-KochIMInanap/ist Kypy | kubepbeszonacHoCTH

3aHIBUIBIKTAPEl  Typajibl OUTIMII  KaJabINTaCTHIPA/IbI,
cepep  JKarplHAa  JepeKTepAi  OHIey  JKoHe
KOPIIOPAaTHBTIK JIEpEeKKOpJIapMeH ©3apa JpeKeTTecy
ymia PHP nporpammanay TimiH yiipeHeni koHe
konpananel, (CMS) xonteHtTi OGackapy Kyienepin
naiganany AarabUlapblH KaIBINTACThIPYFa Heri3JeNreH.
Web-kochIMIIIaap yiIiH KayinTepAiH Herisri Typiepi
(maposibjieplii  TaHmay,  sql-MHBEKIMAIap,  XSS-

Cybersecurity Foundations
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mabypuiap koHe T.0.), web-KoceIMIIanap yuiiH
KayinTeplieH KOprayAsl KamTaMachl3 €TyJiH Herisri
Tocinaepi sepaeneneni. Jlepekrepni Gepy xoHe cakray
Kayincisairin - KaMTamachl3 €Ty YIIH  aKIapaTThl

KOpFayIbIH KpunTorpadusIbIK KypaJllapbiH
nainanaHy.

Kypc ¢opMupyeT y CTyAeHTOB 3HaHHSA 00 OOBEKTHOH
MOJIENH JIOKYMEHTa (DOM), 0 A3BIKE

nporpaMMupoBanus JavaScript M €ro MCIoJib30BaHHHU
JUIA  CO3JlaHMsl  MHTEPaKTUBHBIX  web-cTpaHull H
3aKOHOMEPHOCTSX ~ CO3JaHHMs  3alMIIEHHBIX  web-
NPHIOKEHHH, M3ydyeHHE H  TNPHMEHEHHE  A3bIKa
nporpammuposanus PHP 11 oO6paboTku gaHHBIX Ha
CTOpPOHE cepBepa u B3aHMOCHCTBHS c
KOpIOpaTHBHBIMH  0a3aMM  JIaHHBIX, TNpUOOpeTeHHE
HABBIKOB  MCIIOJIb30BaHHSl  CHCTEM  YIpaBJIeHH
koHTeHTOM (CMS). H3yuaroTcss OCHOBHBIE BHJIbI YIPO3
qis web-npunoxkennit  (mogbop  maponei,  sql-
UHBEKIMH, XSs-aTaku H 1p.), Oa30Bble  C110COOBI
obecriedeHus 3alUThl OT yrpo3 uis web-npuioxkeHui.
Hcnons3oBanue KpUnTorpaguyecKuX CpeiCTB 3alllUTh
uHpopmanuu  Juii  obecnieyeHHs — O€301acHOCTH
nepeaay ¥ XpaHeHHs JaHHBIX.

The course builds students' knowledge of the object
model of the document (DOM), the JavaScript
programming language and its use to create interactive
web pages and the patterns of creating secure web
applications, learn and use the PHP programming
language to process data on the server side and interact
with corporate databases, acquire skills in using
management systems content (CMS).

We study the main types of threats to web applications
(password guessing, sql injections, xss attacks, etc.),
basic ways to provide protection against threats to web
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applications. The use of cryptographic means of
information protection to ensure the security of data
transmission and storage.

29 | BITTK
b1 KB
BD EC

AKnapaTThl KOpray 1bIH
CTaHJIapTTapsl
Cranpaptsl o 3aIuTe
uH(pOpMaLHH
Standards for the protection of

information

[lon wHerisri TyciHikTepai, CTaHZApTTap/bl XKIKTEY,
KaJINBl ©JIIIeMIep/i, TEPMHHAEP/l JKoHE CTaHJapTTay
TEOPHUSACHIHIAFBI aHBIKTaMasap/ibl 3eprreyre
GarpiTTanrad. CTy/IeHTTep aKNaparThlK TEXHOJIOTHAIAp
Kayincisairin Garanay cTaHIapTTapbiH, MEMJIEKETTIK
JKOHE  XalbIKapalblK CTAaHJapThIHBIH — TajlanTapblHa
coifkec aKmapaTTBIK KayilCi3mik JKyHeciHiH ayIMTiH
3epTTeH .

JIMCIMIUIHHA OPUEHTHPOBAHA HAa M3YyUYEHHWE OCHOBHBIX
MOHATHH,  KjaccHpUKAMH  CTAHAApTOB,  OOMIMX
KpPUTEPHEB, TEPMHHOB M OINpE/EICHHA B TEOPHH
crangapru3anny. CTyJIEHTBI H3y4yaT CTaH/1apThl OLEHKH
6e3onmacHOCTH MH(OPMAIMOHHBIX TEXHOJIOTHH, ayIuTa
cucteMbl  HMHGpoOpMamHOHHON ~ Oe3omacHOCTH  Ha
COOTBETCTBHE TpeOOBaHHAM  IOCY/JApCTBEHHOrO M
MEKIyHapOJHOTO CTaHIapTOB.

Discipline is focused on the study of basic concepts, the
classification of standards, common criteria, terms and
definitions in the theory of standardization. Students
will learn the standards for assessing the security of
information technology, an audit of the information
security system for compliance with the requirements of
state and international standards.

Kubepkayincizuik
Herizepi

OcHOBBI
KkubepOe3onacHOCTH
Cybersecurity Foundations

30 | BITTK
b1 KB
BD EC

AKnaparTsl KOpray IbIH
YHBIMAACTBIPY IIBUTBIK-KYKBIKTBIK
azxicrepi

OpraHH3alHOHHBIC H [IPaBOBBIE
METO/Ibl 3aIUThI HH(pOpMALIMH
Organizational and legal methods
of information protection

[loaai OKy aknaparTblK Kayinci3fiKk TeOpHSCBhIHIA
Gazanelk OimiM  amyra, AKMapaTThIK —Kayinci3mik
cajachIH/IaFbl HOPMAaTHBTIK KyXKaTTapiel 3epieleyre,
aKmaparThl  KOpFay  CalachlHJarbl  XaJbIKapasbIK
3aHHAMAaJIapMEH, KOMIBIOTEPIIIK aKnapar CalachIHIarbl
KBUIMBICTAap/Ibl KIKTEYMEH TAaHBICYFa MYMKIHIIK Oepeni.
U3ydyenne  JUCHHIUIMHBI  TO3BOJIMT  IPHOOPECTH
Ga3oBLle 3HAHMS B TEOPHH  MH(OpMAIMOHHON

Kubepkayinci3aik
Herizzuepi

OcHoBbI
kubepOe3onacHOCTH
Cybersecurity Foundations
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6€e3011acHOCTH, H3YyYHTh HOPMATHBHBIE JOKYMEHTHI B
obmacTn HHDOPMAITHOHHOH Oe30macHOCTH,
MO3HAKOMHUTHCS g Mex1y HapOAHBIM
3aKOHO/ATENLCTBOM B 00JIaCTH 3alMThl MHGOpPMALIHH,
KiaccuuKanuen NPeCTYIUIEHHH B cepe
KOMITBIOTEpHON HHpOPMALIMHU.

The study of the discipline will allow you to acquire
basic knowledge in the theory of information security,
to study regulatory documents in the field of
information security, to get acquainted with the
International legislation in the field of information
protection, classification of crimes in the field of
computer information.

6 cemecTp / 6 cemecTp / Semester 6

Tannay 00MBIHIIA KOMIIOHETTTE

/ Komnouentsl no Bbioopy / Optional Components

31 | BII TK Bupryaiiaay TeXHOJIOTHsIIApkI 5
b1 KB | TexHosoruu BUpTyaJIu3alluu
BD EC Virtualization technologies

Kypc BuUpTyanIaHIBIpyAbIH  apXMTEKTypachl MeH
ojicTepiH  KapacTelpaiael. Bupryanael  oprasapia,
BHPTYaJ/ibl OPTaJarbl JKeJiJiep/ie, BHPTyallibl OpTajia
caKTay/Jaarel JKaATel Oackapy Macelnenepi XaH-KaKThl
KapacTBIPbLIA/IbL. Bupryanasi MalIHHalIapabl
JKocmapiay — 3eprreneni.  Bupryanael  oprajarel
MHIparus JKIHE CHAIIIOTTapra, BHPTYaJIJIbI
Kabarrap/sl Dackapyra, COHJIal-aK CaH/IbIK,
KpHMHHAJIMCTHKAra epeKile Ha3ap ay/lapblia/ibl.

B Kypce paccMaTpHBAIOTCA apXMUTEKTYPbl H METOJIbI
upryam3anid. [logpo6HO  HM3ywaioTcs  BONPOCH
yIpaBJieHHs NMaMAThI0 B BHPTYalbHBIX Cpejiax, CeTH B
BUPTYAIbHBIX Cpelax, XpaHEHHs B BHPTYAIbHBIX
cpenax. Mccnemyercs IUTaHHPOBAHWE BHPTYalbHBIX
mamH. Oco0oe BHHMaHHE YJENS€TCs MHIPalHH H
CHAINIIOTaM, YIPABICHUIO BHPTYAIbHBIMH CIIOSMH, a
TakKe HU(PPOBOH KPHMHHAIMCTHKE B BHPTYalbHBIX
cpenax.

The course examines the architecture and methods of

Onepauusiiblk Kyienep
OnepalHOHHBIC CHCTEMBI
Operating systems
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virtualization. The issues of memory management in
virtual environments, networks in virtual environments,
storage in virtual environments are studied in detail.
The planning of virtual machines is investigated.
Special attention is paid to migration and snapshots,
management of virtual layers, as well as digital
forensics in virtual environments.

32 | KIITTK
ITJ] KB
PDEC

[Iporpammansix KaMTaMaHbIH
CeHIM/IUTIr]

HanexxHocTs IIPOrPaMMHOTI0
obecrieyenus

Software Reliability

[lon axmaparreik sxyifenep ceHimmimirinig Herisr
YFRIMIIAphIH, TOKTAYChI3 XYiieep/iH cHnaTTamaapbl,
CEeHIMJILTIK TEOPHACHIHBIH MaTeMaTHKAIbIK
MOJIENbAEPIH  3epTTeyre GarbITTalIFaH. Crynenrrep
NpOrpaMMasbIK  KaMTaMachl3 eTYAiH  CeHIMJILIiriy,
PE3CPBTCIIrCH  KYHeNepAlH  CeHIMILNriH  ecentey
ONICTEPIH, aKMapaTTBIK KyHenepaiH CeHiMAilri MenH
KHOEpKayINCi3irin  Tanmay by 3aMaHayd YpJicTepin
3epTTEeH/Ii.

JlMcuunivba HanpasneHa Ha H3ydYeHHE OCHOBHBIX
NOHATHH ~ HAJEKHOCTH HH(POPMAIMOHHBIX CHCTEM,
XapaKTCPHCTHK Oe30TKAa3HOCTH HEBOCCTAHABIHBAEMBIX
CHCTEM, MaTeMaTHYECKHX Mozenei TEOPHH
HaaexKHOCTH.  CTyZeHTBI  H3y4aT  HaJeKHOCTH
IIPOTPaAMMHOTO  00ECNeYeHHs, METO[bl  pacyera
HaJIe)KHOCTH PE3ePBUPOBAHHBIX CHCTEM, COBPEMEHHbIE
TEHJICHIIHH aHam3a HaJIeKHOCTH "
KHOepOe30acHOCTH HH(POPMALIHOHHBIX CHCTEM.
Discipline is aimed at studying the basic concepts of
reliability of information systems, the reliability
characteristics of non-recoverable systems,
mathematical models of the theory of reliability.
Students will study the reliability of software, methods
for calculating the reliability of redundant systems,
current trends in the analysis of reliability and
cybersecurity of information systems.
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KII TK
IT1 KB
PD EC

Kyxar altHabIMbI KYiienepinig
aKnaparThIK Kayirncizairi
Mudopmanmonnas 6e3onacuocts
CHCTEM JOKYMeHTooOOpoTa
Information security of document
management systems

Kypcra »1€eKTPOHIBIK KyKaT aifHaJIbIMBI Kyienepin
KOJJaHy ~ epeKIIeNiKTepi,  KyKaT  aifHaJbIMBIH
ABTOMATTAHABIPDYABIH HETI3ri Tociiaepi, KoprairaH
STIEKTPOH/IBIK KYXKAT aiHabIMbl XKyieaepine mabysin
xKacay epeKIIeNniKTepi, 3JIEKTPOHBIK Ky’KaT
alHHA/IBIMBIHBIH, KAyilICI3JiriH KamMTamachl3 eTy YIIiH
KOpFaHbIC ~ KypaJllapblH  KOJIJaHy  epeKuIeNiKTepi,
aKnapaTThl KOpFayIbiH YHBIMIACTBIPY IIBUTHIK-
KYKBIKTBIK omictepi, DK)K-ma aknapartel koprayra
apHaJIFaH OHEPKACINTIK KeIIeHIep, ayMaKThIK OolliHreH
KOCITIOPBIHHBIH  3IEKTPOH/IBIK KYKAT AHHATBIMBIHBIH
aKnapaTThIK Kayincismirig KaMTaMachl3 eTy
ePEKIUCNIKTEePl,  XalbIKapaJiblK ©3apa  opeKeTTecy
KEe3IH/le JNEKTPOATHI KYKaT alHaIbIMBI Kyiienepinzeri
POYMHHTI MaceJieJiepl KapacThIpbUIajibl.

B kypce paccMaTpuBaioTes 0cOGEHHOCTH NMpHMEHEHHS
CHCTEM 3JIEKTPOHHOIO IOKYMEHTO0000POTa, OCHOBHBIE
MOAXOAbl K  aBTOMATH3allMM  JIOKYMEHTO0O0poTa,
OCOOEHHOCTH  aTaKk Ha  3allMIIEHHBIE CHCTEMBI
JJICKTPOHHOTO  JOKyMeHT000OpoTa,  0COOEHHOCTH
IIPUMEHEHUS CPEICTB 3alMTHI  JUIs  obecredyeHus
0e30macHOCTH  3]IEKTPOHHOTrO  JOKYMEHTO0GOpOTa,
OpraHH3allHOHHO-TIPABOBLIE METO/IBI 3aLMTHI
HHOOpPMAIlMK, NPOMBIUUICHHBIE  KOMIUIGKCHI  JUIS
sauTel  mHGopmaumn B CDJ],  ocobGeHHOCTH
obecreyeHus HHPOPMaIHOHHOM OezomacHoCTH
3TIEKTPOHHOIO  IOKYMEHTO060pOTa  TEPPHUTOPHAIBHO
pacnpee/ieHHOrO NPeNpUATHS, BOIPOCH POYMHHTa B
CHCTEMaX  3JIEKTPOJHOr0  JIOKyMEHT006OpoTa IpH
MEXTyHApOIHOM B3aHMOJIEHCTBHH.

The course discusses the features of the use of
electronic document management systems, the main
approaches to document management automation, the
features of attacks on secure electronic document

Kubepkayincizaik
Herizzepi

OcHOBEBI
KuOepOe3onacHOCTH
Cybersecurity Foundations
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management systems, the features of using protection
tools to ensure the security of electronic document
management, organizational and legal methods of
information protection, industrial complexes for
protecting information in the EDMS, the features of
providing information security of electronic document
management of a geographically distributed enterprise,
roaming issues in electrode document management
systems in international cooperation.

34 | KITTK
ITJ1 KB
PDEC

Kacinopbingarsl aKnapaTThIK
Kayincizik

HUudopmanmonnas 6e30nacHoOCTh
Ha TIPE/INPUATHH

Information security in the
enterprise

Kypcra yiieimubpig npunnuntepi men AKKOK asiprey
kesemyepi; AKKOK yiibIMaacTelpyra ocep eTeTiH
¢dakTopiap; KOpralaThlH aknapaT KypaMmblH aHBIKTay
’oHe HOpMaTHBTIK bekiTy; Kopray oOBekTinepin
aHBIKTAy; aKmapar Kayirci3iriie TeHeTiH Karepiepi
Tangay AKoHe Oaranay: aKraparka
TYpaKChI3/IaH/ILIPATEIH dCEpP €Ty KO3/epiH, Taciujepi
MEH HOTH)KeJIepiH aHbIKTay jkoHe Oaranay; KopraiaThiH
aKmapaTka pYKCATCBI3 KOJI  JKETKi3y[iH ieyeTTi
apHajiapbl MeH OJICTepiH aHbIKTay KapacThIPbLIabl;
teTeHIne xaraainap kesinjgeri AKKXK 6ackapmace

B Kypce paccMaTpHBalOTCs TIPHHIMIIBI OPraHU3aluK U
sranbl paspabotkn KC3U; dakropsl, Biusiomue Ha
opranmzammio  KC3U; onpenenenne ¥ HOPMaTHBHOE
3aKpeIIeHHe COCTaBa 3allMilaeMoi HHpopMaluu;
omnpezeneHiHe OOBEKTOB 3aIlMThI;, aHAM3 H OLEHKa
yrpo3 0Oe3omacHOCTH MHQOpPMAIMH: BbISBICHHE H
OlleHKAa HCTOYHHKOB, CIOCOOOB M  pe3yJibTaToB
NecTabMIIM3UPYIONIEr0 BO3/ICHCTBHA Ha MH(OPMAIIHIO;
olnpezeieHHe IOTEHIHANbHBIX KaHalOB H METOJO0B
HECAHKIIMOHHPOBAHHOIO0 JIOCTyna K  3alMINaeMOi
uadopmanun; ynpasienne KC3M B ycinoBusx
ype3BbIYaiHBIX CHTYalIHH

The course discusses the principles of organization and
development stages of CSIS; factors influencing the

Kubepkayincizaik
Herizaepi

OcHOBBI
kubepbe3onacHoCTH
Cybersecurity Foundations
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organization of the CSIS; definition and normative
consolidation of the composition of protected
information; definition of objects of protection; analysis
and assessment of threats to information security:
identification and assessment of sources, methods and
results of a destabilizing effect on information;
identification of potential channels and methods of
unauthorized access to protected information;
management of CSIS in emergency situations

Minor

35 [ KIITK
IJ1 KB
PD EC

OnepanusuibIk Kyhenep
Kayinci3ziri

Be3omacHOCTh OnepalMoOHHbIX
CHCTEM

Operating System Security

[Ton Windows, Linux, FreeBSD, Mac OS X 3amanayu
ambeban onmepauMsiIbIK JKYHeNnepiHae iCKe achlpblIFaH
KOpFaHblC MeXaHM3MJIEpiH, 3aKbMaanraH QaiaabiK
Kyienepae — JKOHE  3aKbIMJAIFaH MalIHHAJIBIK
TACHLIFBIITAPA  JEPEKTepdi  KajlblHa  KeATipy
dJIicTeMECIH, COHJIali-aK BUPTyasjay TEXHOJIOTUsIIAPBIH
naiijianana OTHIPBII aKIApaTThl KOPFaybl, Kayinci3mik
aJIrOPHTMJIEPiH Oarmapnamanayibl, aKIapaTThIK
KayincizJik canachIHarbl cTaHjaprrap MeH
epeKIIeNiKTep/li, COHAai-aK Herisri KypaiJap/bH
MOJENBJEPIH  3eprieyre  apHalFaH  Kayincisaik
casiCaTBIHBIH TYPJIEpi.

JIMCIMILIMHA  TIOCBSIIIIEHA  M3YYEHHIO  3alllMTHBIX
MEXaHH3MOB,  pEaJlM30BaHHBIX B  COBPEMEHHBIX
YHHBEpCAJIBHBIX OIepalHoHHbIX cucteMax Windows,
Linux, FreeBSD, Mac OS X, MeTOIHKH
BOCCTaHOBJICHHS JIAHHBIX B IMOBPEKIACHHBIX (aiI0BBIX
cHCTeMax M Ha NOBPEXIEHHBIX MAIIHHHBIX HOCHTEIIAX,
a TaKXke 3alUThl MHPOPMALMH C HCIOJIB30BAHHEM
TEXHOJIOrHi  BHPTYalH3allMH, IPOrpaMMHPOBAaHHIO
anroputMoB  6e30macHOCTH, CTAHJApTOB  H
cnenudukanuii B obsacth  MHGPOPMAIHOHHOM
6e30MacHOCTH, @ TakKe MOJEIH OCHOBHBIX THIIOB
NOJMTHK O€30MacHOCTH.

OnepanusisiK Kyienep
OnepanuoOHHBIE CHCTEMBI
Operating systems
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The discipline is devoted to the study of protection
mechanisms implemented in modern universal
operating systems Windows, Linux, FreeBSD, Mac OS
X, data recovery methods in damaged file systems and
damaged machine media, as well as information
protection using virtualization technologies,
programming security algorithms, standards and
specifications in the field of information security, as
well as models of the main types of security policies.

36

KIT TK
I1J1 KB
PD EC

Kubepduzuxansix xyiiesep MeH
TEXHOJIOTHsIap
Kubepduzuueckue cucteMsl H
TEXHOIIOTH

Cyberphysical systems and
technologies

Kypcra (u3MKaiblK MpPOLECTEPAIH  €cenTeyIepMeH
e3apa opekerTecyiHe HerizaenreH KuOephH3uKaibK
JKy#enep TYXBIPbIMIAMachl, HHTEJUIEKTYaTH3aLHIHbIH
Heri3ri NpUHUMNTEpl, JaMbIll Keje XaTKaH xyienep/
KeNUNK YABIMIACTBIPY JKOHE ©3iH-031 YHBIMIAcThIPY,
TaHBIMIBIK GacKapy/IbIH NMPUHIMIITEP] MEH MOJIEIBIEPI,
TEXHOJIOTHSIIAPIbIH Heri3ri JKMBIHTBIFBI
KapacTBIPbUIAJIBL: 3aTTap MHTEPHETI, YJIKEH JepeKTep
KoHE OYJITTHI ecenrey, MOJIEJTbIEY KoHE

CTUMYJIATOPIIAp, KeHEeHTinreH IIBIH/IBIK,
KuOepKayincisik.

B Kypce  paccMaTpHBalOTCs KOHIIETILIUS
kubeppuznueckux CHCTEM, OCHOBaHHBIX Ha
B3aUMOCHCTBHH (bHu3nYecKuX IIPOLIECCOB c
BBIYHCITHTEILHBIMH, Oa3oBbie MPHHIUITBI

HHTEJUIEKTYaIH3allii, CeTeBOH  OpraHM3auuu W
CcaMOOpraHM3alii pa3BHBAIOLIUXCS CHCTEM, IIPHHLIUIIb]
U MOJIEJTH KOTHHTHBHOI'O yrpasieHHs, 6a30Bblii Habop
TEXHOJIOTHIi: WHTepHeTa Bemied, OONBIINX IAHHBIX H

obIauHBIX BBIYHCJICHHH, MOJETHPOBAHUSA H
CTHMYJISTOPBI, JIOTIOJTHEHHY O peabHOCTh,
KuOepOe30macHOCTb.

The course discusses the concept of cyber-physical
systems based on the interaction of physical processes
with computational ones, the basic principles of
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intellectualization, network organization and self-
organization of developing systems, principles and
models of cognitive control, a basic set of technologies:
the Internet of things, big data and cloud computing,
modeling and stimulators, supplemented reality, cyber
security.

37

KIT TK
IJTKB
PD EC

Jepexrep OazanapblHbIH
Kayincizmiri
be3zomacHocTh 6a3 TaHHBIX
Database Security

[Ton pepexkrep OasachlH Kopray 9ICTEpiH, KOprajraH
JepeKTep KOpbIH o0anay NpHHIMNTEPIH 3epieneyre
Oarprtranran. CrymeHTrep TapaTbUIFaH  JIepeKTep
0a3achIHBIH  apXMTEKTYpPAChlH, TapaThUIFaH JepeKTep
OazacelH KOpray oJicTepiH 3epTTeiill, IepekTep
Oa3aceIHBIH  KayincCi3JiriH ~ KamMTaMachl3  eTYIIH
NPaKTHKAJIBIK JaFAbUIAPBIH HIepell.

JluCHHMIUIMHA OpHEHTHpPOBaHA HA M3y4YGHHE METOJOB
3amuTel 0a3 JAaHHBIX, MPUHIMIOB IPOEKTHPOBAHUS
3almMIIeHHsIXx  0a3  jganHbiX.  CTyJIeHTBI  M3yyar
apXMTEKTYpy paclipejelieHHbIX 0a3 JaHHBIX, METOJbl
3aIMTHl pacnpesie/ieHHbIX 0a3 JaHHBIX, NPHOOpeTyT
MpaKkTHYeCKHe HaBbIKK obecneyenus OGezomnacHocTH a3
JIQHHBIX.

Discipline is focused on the study of methods of
protecting databases, the principles of designing
protected databases. Students will learn the architecture
of distributed databases, methods for protecting
distributed databases, and acquire practical skills to
ensure database security.

Jlepekrep OazanapbIHbIH
TEOPHSCHI JKIHE
JepekTepi
AKIMINIJIIKTEHIIPY
Teopust 6a3 naHHBIX H
aJIMHHUCTPUPOBAHUE
JaHHBIX

Database theory and data
administration

7 cemectp / 7 cemectp /Semester 7

Tanpnay 6oiibIHIa Ko

MIIOHETTTE

/ Komnonents no Beioopy / Optional Components
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bIT TK
b1 KB
BD EC

YkeH nepekrep
Bonbluue naHHbie
Big Data

6

Kypcra KypBUIBIMJIBIK K9HE KYpPBUIBIM/IBIK €MEC YJIKEH
KeJieM/Ieri JAepeKTepai eHJey/liH TICUIepiHid, Kypal-
caifMaHIApbIHBIH JKOHE JMICTEPIHIH IKHBIHTBIKTAPHI
JKOHE aIBIHATBIH HOTIDKENIEP/iH CaH aJlyaH/IbIFbIHA,
JilepeKkTep KOpbIH OacKapy/ablH J2CTYpii KyifenepiHiH
DaaMaiapbiHa KOJI XKeTKi3y OKbITBLIAbL.
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B Kypce M3ydaercss COBOKYIHOCTH  IOJIXOJOB,
HHCTPYMEHTOB H METO/IOB 0OpaboTkH
CTPYKTYPHPOBAHHBIX H HECTPYKTYPHPOBAHHBIX JaHHBIX
OonpiiuX O0BLEMOB M 3HAYMTENBLHOIO MHOrooOpasus
JUIA  TIOJIy4eHMs  BOCIIPHHHMAeMBIX  YeJIOBEKOM
pe3yJIbTaTOB, aJIbTEePHATHBHBIX TPaAMIHOHHBIM
cHCTEeMaM yripaBiieHus 0a3aMu JaHHBIX.

The course examines a set of approaches, tools and
methods for processing structured and unstructured data
of large volumes and significant diversity to obtain
human-perceived results, alternative to traditional
database management systems.

38

bIT TK
bJ1 KB
BD EC

R-ne nepekrepai tanaay
AHanu3 naHHbix B R
Data Analytics in R

Kypcra jxeke mnakerrepre >XHHAKTAIFaH JiepeKTepil
oHJIey  (YHKUMSIAPBIHBIH  YJIKEH  JKHBIHTBIFBIH
KYPaHTbIH, JEPeKTep/li CTAMTHCTHUKAIBIK Tajjlay JKoHE
BU3yanM3alMsiayablH - R Kkyleci  OKBITBUIAZIbL.
Ecenteysiep JKyprizy Kypauaapbl: CBHI3BIKTBI JKOHE
JKAINBUIAHFAH CBHI3BIKTBI MOJIENBJEP, CBHI3BIKTBI €MEeC
perpeccHBTi MoJIenbaep, IKCTIEPHUMEHTTEP/]
J)ocmapnay, YaKBITTBIK KarapJiap/sl Tanaay,
napaMeTpiiK JKOHE NapaMeTpiiK eMec KJIAaCCHKAIBIK
TecTTep, OaileCOB CTATHCTHKACHI, KJIACTEPIiK Taijay
JKOHE JIeHTreHecTipy o/1icTepl OKBIThUIAbI.

B Kypce M3ydaercsi cHCTEMa CTaTHCTHYECKOTrO aHaIHu3a
M BH3yaIM3alMH JaHHBIX R, KOTOpas COJCpKHUT
Oonbmoii  Habop ¢yHKuMi 00pabOTKH JaHHBIX,
coOpaHHBIX B OTHeNbHBIE makeTol. M3yuwarorcs
CpeiCTBAa  BBLINOJHEHHS PacyeToB: JIMHEHHBIE H
0000mIeHHbIE  NMHEHHBIE  MOJIENIH,  HeJHHEeHHbIe

PErpeCcCHOHHBIE MOJIEJIH, IJIAaHHPOBAaHHE
SKCIIEpHUMEHTA, aHalJIku3 BPEMEHHBIX pAIOB,
KJIaCCHYECKHE napamMeTpu4ecKue H

HenapaMeTpHYEeCKHE TeCThl, DaliecoBCcKas CTaTHCTHKA,
KJIaCTepPHBIH aHAJIW3 U METO/IbI CIJIaXKHBaHHS.
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The course studies the system of statistical analysis and
visualization of R data, which contains a large set of
data processing functions collected in separate
packages. The means of performing calculations are
studied: linear and generalized linear models, nonlinear
regression models, experiment planning, time series
analysis, classical parametric and non-parametric tests,
Bayesian statistics, cluster analysis and smoothing
methods.

40 | BII TK Kayirci3 nporpaMmasik, 6
BJ1 KB KaMTaMaHBbl J3ipJiey
BD EC Pa3pabotka OGe3onacHoro

NpOrpaMMHOro obecrneyeHus
Development of secure software

ITon TIK kobamay KeseHiHAe Kayilcid Jamyibl
KaMmTaMaceis ety OoiibiHma  ycemHbicTapasl, [IK
KOPFaHBIC TETIKTEPIH eHTi3y aJicTepiH,
nporpaMManapibl pyKCaTChl3 ©3repicTepJeH Kopray
QJIiCTEpiH, AITOPUTMIIK Kayilci3 mpouemypanapibl
KYpY 9/IiCTepiH, ecentey d/1iCTepiH ey YIIiH 031H-e31
TEKCEPEeTIH JKOHE ©31H-631 TY3eTeTiH IporpaMmaap/sl
Kypy oIicTepiH, TecTiiey MeH BepU(UKaUAHBI
aBTOMATTAHIBIPYABIH  MPOrPaMMANIbIK  KypalJapbiH
3epTTeyre MyMKiHik Oepejii.

JIMCIMIUTMHA TO3BOJIMT HM3YYWTh PEKOMEHIALHH 110
obecneyennio 6e3onacHoif pa3pabotkm Ha  ¢aze
npoektipoBanuss  [10,  cmocoGel  BcTpauBaHus
3aMTHBIX MexaHusmoB B [I0, MeToael 3amuThl
IporpaMM OT HECAHKIIMOPHPOBAaHHBIX H3MEHEHHH,
METOJBI  CO3JaHHs  AIrOPHTMHYECKH  Oe30omacHbIX
MPOLEAYpP, METOABI CO3/IaHHS CAMOTECTHPYIOIUXCA H
CaMOKOPPEKTHPYIOUIMXCSA [porpaMM Ui pELICHHS
BBIYMCIIUTENIBHBIX  3aJla4, [pOrpaMMHBIE CpeJCcTBa
aBTOMATH3aIlHH TECTHUPOBAHHUS U BEpHDHUKAIHH.

The discipline will allow you to study recommendations
for ensuring secure development at the software design
phase, methods for embedding protective mechanisms
in software, methods for protecting programs from
unauthorized  changes, methods for  creating

Java Tinigne ob6wexTire

OarpITTANFaH
nporpammaay
OOBEKTHO-
OpPHEHTHPOBAaHHOE
IporpaMMHpOBaHHE
Java

Object-oriented
programming on Java

Ha
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algorithmically safe procedures, methods for creating
self-testing and self-correcting programs for solving
computational problems, software tools for automation
of testing and verification.

41 | BII TK
b/1 KB
BD EC

AKMapaTThIK Kayinci3aikTi
Hackapyra kipicre
Beenenue B ynpaBieHue
uH(pOpMAITHOHHOH
0e30MacHOCTHIO
Introduction to Information
Security Management

KacinopeIHaapasH aKnaparThiK Kayincizairii
OackapylblH oJicTepi MEH Kypajjapbl, COHAai-aK
KaCINOpBIHAAPABIH aKNapaTThIK Kayincizairin Gackapy
Kyienepid okoOanay, eHrizy, naiijamaHy, Tajujiay,
KAHAPTY JKOHE JKAHFBIPTY/BIH 3aMaHayd dJlicTeMeci
MEH Kypajiaapsl, yi#bIM1apIbIH ToXKIpHOeTiK
TaXKIpuOeCiH 3epaeneii.

JIMCIMIIMHA HANpaBlieHa Ha H3Yy4YeHHE METOJOB H
Cpe/ICTB yIpaBJICHHS nH(pOpMaIMOHHOIH
0€3011aCHOCTBIO, A TaKXKE BOIPOCOB COBPEMEHHOM
METOJIOJIOTHH W HHCTPYMEHTAapHs IPOEKTHPOBaHHs,
pean3aluy, 3KCIUTyaTalluy, aHajin3a, CONpPOBOKICHHS
" MOJIEPHHU3ALIHA CHCTEM yIpaBIeHHs
uHpopMallHOHHOH  0e30MacHOCTBIO  NPEANPHATHIA,
uccleayeTcs MpaKTHYECKUH ONBIT OpraHu3aluii.
Discipline is aimed at studying the methods and means
of information security management, as well as issues of
modern methodology and design tools, implementation,
operation, analysis, maintenance and modernization of
information security management systems of enterprises,
explores the practical experience of organizations.

42 | BII TK
BJI KB
BD EC

Y necripiired ecenreysep
Pacnpe/esieHHbIe BEIYHCIICHHS
Distributed computing

Kypcra ynecripinreH ecentey KyHelepiHiH Herisri
YFBIMAphl MEH TYXKBIpbIMJaMalapbl Ma3sMyHJaJFaH,
ACHHXPOH/BI YJIECTIpiireH oKyienep Mojeni yIiH
MAaHbI3BUIBIFEI OAChIM ecenTepii eIy iH daicTepi
KoHE  aIrOpUTMEpi  KenTipiareH.  YJecTipiireH
Kyllesep YIIIH  aNrOpUTMIEpAl  KYpyZbl — €1dyip
KEHUIZIETETIH ~ TEXHOJOTHsUIapFa  epeKie  KOHLI
Genineni. O3apa epekile KaFaainapabiH YJIECTipiLIreH
Heri3ri aJrOpHTM/IEpi XKaH-)KaKThl KAPacThIPhLIA/IbI.

CH TUIH/E
nporpammaiay
[IporpaMmupoBaHue Ha
a3pike C++

Programming in language
O
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B kypce m3naraiorcst OCHOBHBIE TIOHSATHS M KOHIIEIIIIUK
U3 001aCTH pacipeeNieHHbIX BRIYHCIICHMH, [UTS MOIE/TH
ACHHXPOHHBIX PACIPENENCHHBIX CHCTEM TNPHBOIATCS
METO/JIbl H alNrOPHTMBI DelleHHs HauboIee BaKHBIX
3ama4. Ocoboe BHHMaHME yIEIAeTCs TEXHOJOIHAM,
TMO3BOJIAIONIMM  3HAYHTCIILHO  YIIPOCTHTB Pa3paboTKy
ITOPUTMOB I pacrpeieNieHHbIX cucteM. Ilompo6Ho
paccMaTpuBaroTCs OCHOBHBIE pacnpezeneHHble
AJITOPUTMBI B3aHMHOT'0 HCKJTIOYEHHS.

The course presents the basic concepts from the field of
distributed computing concepts to model asynchronous
distributed systems are methods and algorithms to solve
the most important problems. Particular attention is paid
to technologies that significantly simplify the
development of algorithms for distributed systems. The
main distributed mutual exclusion algorithms are
carefully considered.
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BIT TK
b1 KB
BD EC

KBanTTHIK ecenrey
KBanToBbIe BEIUHCIEHUS
Quantum computing

IToH KBaHTTHIK ecenTeyyiepIiy Heriari 3aH/IBLIBIKTApPbIH,
KBaHTTBIK ecenreynepain ['edT monenin, om6eban Ieiit
KHBIHTBIKTaphIH, @Dyphe KBaHTTBIK TypleHmipyre
HETI3/Ie/ITeH KBAHTTHIK €CernTey QIrOPHTMIEPIH, arTall
aiTKauga  Illop  anropuTMiH,  KBaHTTHIK i3ney
QITOPHTMEPIH, (H3UKATBIK SKYHeNep/iH KBAHTTHIK
MOJEIB/CY ~ aNrOPUTMIEPIH, KBAaHTTBIK KaTenepi
TY3€Tyre  Kipicne JKoHe  KaTelikTepre  Tesimi
ecenrteynep, rHOpPHATI  KBAaHTTHIK  KJIACCHKAJBIK
aIrOPHTMJEP/ 3epTTeyre MyMKiH/iK Gepei.

JIMCUMIUIMEA TO3BOJMT HM3Y4YHTh OCHOBHBIE 3aKOHBI
KBaHTOBBIX BBIYHCJIEHHH, reHTOBass MOJIENIb KBAHTOBBIX
BBIYUCIICHHH,  yHHBepcalbHble  HaGOpBl  refToB,
QITOPUTMBl KBAaHTOBBIX BBIYHCIICHHIH OCHOBAHHBIE Ha
KBaHTOBOM TmpeoOpaszoBanuu ®Dypre, B uacTHOCTH,
aimroput™  Illopa, KBaHTOBBIE AIrOPHUTMEI  [OHCKA,
QITOPHTMBI  KBAHTOBOW  CHMYJSIIMH  (PH3HYECKHX

C++ TiTiH/IE
nporpammaay
ITporpammuposanue Ha
A3pike C++

Programming in language
C++

® EHY 708-01-21 Katanor aucunnmmn no oGpasosarensHoii nporpamme. U3nanue BTopoe




CHCTEM, BBE/ICHHE B KBAHTOBYIO KOPPEKIIHIO OLIHOOK H
yCTOH4YHMBBIE K OIMOKaM BBHIYMCICHHS, THOPHIHBIE
KBaHTOBO-KJIACCHYECKHE aJITOPHTMBI.

The discipline will allow you to study the basic laws of
quantum computing, the gate model of quantum
computing, universal sets of gates, quantum computing
algorithms based on the quantum Fourier transform, in
particular, the Shor algorithm, quantum search
algorithms, algorithms for quantum simulation of
physical systems, an introduction to quantum error
correction and resistance to calculation errors, hybrid
quantum-classical algorithms.
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Kpunrorpadus »xone
KPHIITOAHAJIM3 Heri3aepi
Kpunrorpadus u ocHOBBI
KPHUITOAHATH3a

Cryptography and the basics of
cryptanalysis

ITon KnaccHkanblK KpUNTOrpadUsSHBI, CHMMETPHSIIBI
KPHIITOXKYHeep/i, alblK KUITTI KpUITOXYHenepai,
ACCHMETPHSLIBI KPHIITOXKYHenepai 3eprreyre
Oarpirranrad. CryaeHtrep ONOKTHIK  IU(pIApIbIH
KPHITOAHAIN3IH JKoHE X3UI-(YHKIHAIAP/bI, aFbIHJIbI
mUprapAblH  KPUNTOAHAIM3IH,  KPUITOAHAIH3/IH

CTaHapTThI emec TOCLIJIEPiH, KBaHTTHIK
KpunTorpadusiHbl 3epTTEHII.

Jlucuuuinaa OpHEHTHPOBaHa Ha H3yUYECHHE
KJIacCHYecKo  Kpunrorpadumu, CHMMETPHYHBIX

KPHIITOCHCTEM, KPHUITOCHCTEM C OTKPBITBIM KIIOYOM,
aCCUMETPHYHBIX KpHunTocHuTeM. CTyIeHTHI H3y4ar
KpunToaHanu3 OJg0o4HbX wWHGpoB H Xd1-DYHKIHHA,
KPHIITOAHAJIM3 MOTOYHBIX IMHGPOB, HecTaHJIapTHHIE
NOJXOBI KPHIITOAHAIN3a, KBAHTOBYIO KpHNITOrpadus.
Discipline is focused on the study of classical
cryptography, symmetric cryptosystems, public-key
cryptosystems, asymmetric crypto systems. Students
will learn cryptanalysis of block ciphers and hash
functions, cryptoanalysis of stream ciphers, non-
standard approaches of cryptanalysis, quantum

cryptography.
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AyTtentudukanus, cepruuKams
sane PKI

AyTtenTH(uKaLHs, cepTHOHKAIMS
u PKI

Authentication, certification and
PKI

[Ton ayrenTudukanms, cepTHduKaTTay XKOHE AallBIK
KiNTTEp/IiH  KOHIEMIMANAPBIH  3epTTeyre MYMKiHJIIK
Hepei. Crynentrep CaH/JIbIK  KUITTep  MEH
cepTUdHKATTAPAbIH eMIpIIiK LHIJIH KoJIay
JarabUIaphiH (KUITTEp/i reHepanusiay,cepTHhHKaTTap
MeH KiNTTepii LibIFapy, Taparty, cakray jxaHe T. 0.)
anajpl, KayiIci3iiKTiH HEri3ri CepBUCTEPIH
(ayTeHTH(UKAIH, mudprey, OyTiHIIK,
KOpCeTLIMeyLIiTiK) 3epTTeH Il

JIMCUMIUIMHA ~ TO3BOJMT  M3YYHTh KOHIICTIITUH
ayTeHTH(UKALMH, CepTHOHKAIMH H OTKPBITBIX KIIOYeH.

CryneHTsl npuodpeTyT HaBBIKH MOJIEPHKKH
KM3HEHHOrO  IMKia  [UQPOBBIX  KIOYeH |
cepTH(UKATOB (resepauus KJTFOYEH,BBIITYCK,

pacnpe/ie/ieHie, XpaHeHHe CepTHOHKATOB W KIIOYeH H
T.Jl.), H3y4YaT OCHOBHBIE CEpBHUCHl O€30IaCHOCTH
(ayTeHTH(HKALHS, mH(ppoBaHue, 11€JIOCTHOCT,
HEOTKa3yeMOCTh).

Discipline will allow to study the concepts of
authentication, certification and public keys. Students
will acquire skills to support the life cycle of digital
keys and certificates (key generation, issuance,
distribution, storage of certificates and keys, etc.), learn
basic security services (authentication, encryption,
integrity, non-repudiation).

48 | KITTK
IT]1 KB
PDEC

Xobanapaw! backapy
Ynpasnenue npoeKTaMH
Project management

ITon xobamapapl TaHgay  MICTEpl,  JKYMBICTBIH
KYPBUIBIMIBIK BIIBIPAYbI, XKEJLTIK IHarpaMMmanap, CbiH|
HONABI Tanjay, ChIHH Ti30ekTepai Kocmapiay,
INBIFBIHApALI  Garanay, anbiHFaH KyHIbl Oackapy,
MOTHBALMSl TEOPHACHI XKOHE KOMaHJa Kypy CHAKTHI
xobanapel  6ackapyIblH Kypainaapbl MeH oJicTepiH
KapacTeipaabsl. JKM ecin kene kaTKaH MOHIHE BIKMal
erteTin (akropiap KapacTepbUiafbl, Oy3buUlynapra
Kanail maibIHaany, Jarapuiapibl MbHAay, kobanapibl

JlepexTep Oa3aapbIHbIH
TEOPHSICHI XKIHE
JiepeKTepai
OKIMIIUTIKTEHAIPY

Teopus 6a3 naHHBIX H
aJIMUHHUCTPUPOBaHHE
JaHHBIX

Database theory and data
administration
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THiMai Gacray, Kocmapiay, OpblHaay, Oakpuiay JKoHE
Hakbutay, xaby »xoHe Oipikripy ymin KM naiinanany
cHIaTTajaIbl.

JIMCHMILUIMHA paccMaTpUBaeT HHCTPYMEHTBI M METO/IbI
yIpaBieHHus MPOEKTaMH, TaKHE KaK MEeTOJbl BeiOOpa
IPOEKTOB,  CTPYKTYpHBIE  JEKOMIO3HMIMH  paboT,
ceTeBble JIHArpaMMbl, AHAIN3 KPUTHYECKOrO IyTH,
IUIAHHPOBaHHE KPUTHYECKHX LIENOYEK, OLEHKa 3aTpar,
ynpapieHue 3apabOTaHHOH  CTOMMOCTBIO,  TEOpPHS
MOTHBAIIMH M IOCTPOEHHE KOMaH/ibl. PaccMaTpuBaloTCs
(daxTopsl, cnocoOCTBYIOIIHE pacTylleMy 3HAYEeHHIO
MU, onuceBaeTcs Kak IMOATOTOBHUTBCA K cOosM,
OTTa4YMBaTh  HaBbIKH, Hcnoib3oBath HWHW  nna
9QQEeKTHBHOIO  MHHUIMUPOBaHMs,  I[JIAHMPOBAHWS,
BBIITOJIHEHHS, MOHHTOPHHIA M KOHTPOJIS, 3aKpBITHA H
MHTErpalliy IPOEKTOB.

The discipline covers project management tools and
techniques such as project selection techniques, work
breakdown structures, network diagrams, critical path
analysis, critical chain planning, cost estimation, earned
value management, motivation theory, and team
building. It discusses the factors contributing to the
growing importance of Al, describes how to prepare for
disruption, hone skills, use Al to effectively initiate,
plan, execute, monitor and control, close and integrate
projects.

49 | KIITK
IT1 KB
PD EC

Jepexrepai 6ackapy (SQL, XQuery)
YnpasneHue JaHHBIMH (SQL,
XQuery)

Data management (SQL, XQuery)

Kypcra opTaibiKTaHIBIpbUTFaH JepekTepai  Oackapy
apTHIKIIBUIBIKTAPHI; JepekTep OasackiH Oackapy Kyiieci
(IBBX) oxweiteuiagel. SQL  Tunme  cypaHbICTapiibl
yHBIMJacTBIpYTa; JepeKTepi OaillaHBICTBIPY
TypJiepiHe, caKTaJlaThlH npoueypajiap MEeH
dyHKuMsnapra, aepekTepai Gackapyabl dKiMIIiIEHIipy
KypaJ/lapblHa epeKLie Ha3ap ayJapbliajibl.

B Kypce U3Y4aI0TCs NpPEeUMYIIEeCTBA

IlepexTep OazanapbiHbIH
TEOPHSCHI KIHE
JepexTep/i
SKIMIIJIIKTEHIIPY
Teopus 6a3 naHHBIX H
aJIMHHHCTPHPOBaHHE
JaHHBIX

Database theory and data
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iR hipemcaEy

HCHTPAIH30BAHHOIO YNPABICHUSI TAHHBIMH, CHCTEMBI
yopaBieHus: 0OasamMu gaHuHbIX. Ocoboe BHHMaHHE
YACIAETCA TOCTPOCHHIO 3alpocoB Ha s3bike SQL;
BH/IaM COCJIMHECHHH JIaHHBIX, XPAHUMBIM IIPOLEYpPaM U
(yHKIMAM, a TaKke CpeICTBAM aJMHHHCTPHPOBAHHUS
YIpPaBiIeHUs JaHHBIMH.

The course explores the benefits of centralized data
management; database management systems. Particular
attention is paid to building queries in SQL; types of
data connections, stored procedures and functions

administration

50 | KITTK
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KBaHTTHIK KOpFasFaH sxeJinepai
KYpy

[TocTpoenue kBaHTOBO-
3alIHIIEHHBIX CETECH

Building Quantum-Secured
Networks

[Ton ocbl canacelH JaMmBITYJBIH — aTFbIIApTTAphIH,
KBAaHTTBIK ~ OalllaHpic  KoHe  KinTTepai  xkibepy
XaTTamMasapblH, KBAHTTBIK OalIaHbICTBIH KOMITOHEHTTIK
0a3acelH, KBaHTTBIK CHIHALIApABl OepyliH  KeH
TapajlraH CXeMaJlapblH, KBaHTTBIK JKENJIepai Kypy
d/iCTepl MEH TEXHOJOTHSIAPhIH, AKMapaTThl KOpFay
KyHenepiH kobanay kesiHme 3amaHaym —ecenrey
JKEJTIEPIHIH  aKIapaTThlK, Kayilci3irii KamTaMachls
Ty /LiH JKaJITbI TYXKBIPBIMIAMAJIAPbIH KapacTHIPaIbl.

Jucuunimbea — paccMaTpUBaeT  NPEANIOCBUIKH K
Pa3BUTHIO TaHHOH 001acTH 3HAHWH, ITPOTOKOJIbI
KBaHTOBOH CBSI3H M PAaCCBUIKH KJIFOUYE, KOMIIOHEHTHYIO
0a3y KBaHTOBOH CBs3M, HauGoyee pacIpOCTpPaHEHHBIE
CXCMbI Iepelayd KBAaHTOBBIX CHIHAJIOB, METOJbI M
TEXHOJIOTHH TIOCTPOEHHUS KBaHTOBBIX ceTeH, oOImue
KOHIIETIIHH obecrieyeHus HH(OpMAIIHOHHOM
0€30MacHOCTH COBPEMEHHBIX BBIYHCIHTENBHEIX CeTell
TP IPOCKTHPOBAHHH CHCTEM 3aIUTHI HHPOPMAIIUH.

The discipline considers the prerequisites for the
development of this field of knowledge, protocols for
quantum communication and key distribution, the
component base of quantum communication, the most
common quantum signal transmission schemes,
methods and technologies for building quantum

Keminik TexHomorusap

Heri3zepi

OCHOBBI CeTeBbIX

TEXHOJIOTUH
Network
basics

technology

® EHY 708-01-21 Karanor aucuuning no oGpasoBatessHOl nporpamme. M3nanue sropoe




networks, general concepts for ensuring information
security of modern computer networks when designing
information security systems.

51 | KIITK Keneci  ypmak  JkeniiepiHid | 5
ITJ1 KB camachlH  Tajjlayra  apHairaH
PD EC MOJICJIBIED

Mogenu Juis aHaIM3a KayecTsa
ceTei CleyIONIero MoKoJIeHMs
Models for analyzing the quality
of next-generation networks

[lon xeneci ypmak OaifnaHeic JKeNiepiH  Kypy
apXUTEKTYpPackIH, KeJieci yprak OaiiiaHbic skeiaepinae
KBI3MET KOpCETy camachlH Oackapy TacuiiepiH; Keneci
ypnak OaiijiaHpIC  JKEIUIEPIHJE  KBI3MET  KOpCeTy
camachlH Taajay/blH 2] JKOHE JKYBIK 9JIiCTepiH,
KeJinepre KbI3MET KOpceTy canachelHbIH
KOPCETKIIITEPiHE  XaIbIKapalblK  CTaHIapTTap/blH
TaJANTaphIH 3ep/eieyre OarpITTanran

JluciuiuinHa OpHEHTHpOBaHa Ha H3y4deHHe
apXHTEKTYphbl IOCTPOCHHS CeTel CBS3H CJIEIYIOIEero
MOKOJIEHHs, TMOAXOJ0B K YIPABICHHIO KayecTBOM
00CITy)KHBAHUS B CETAX CBS3U CJIEIYIONIErO MOKOJEHHS;
TOYHBIX M IPHOJIMKEHHBIX METOJOB aHAlIM3a KauyecTBa
00CITy)KMBAaHHS B CETAX CBSI3H CIIEAYIOIIEro MOKOJICHHS,
TpeGoBaHuA MEJKIy HAPOIHBIX CTaHJApTOB K
[oKasareJisiM KadecTBa 00CTy KMBaHHUS CETEi.

The discipline is focused on studying the architecture of
building communication networks of the next
generation, approaches to managing the quality of
service in communication networks of the next
generation; exact and approximate methods for
analyzing the quality of service in next generation
communication networks, the requirements of
international standards for indicators of the quality of
service of networks.

XKeninik rexHoaorusaap

Herizzepi

OCHOBBI CeTeBbIX
TEXHOJIOTHI

Network technology
basics

Yacaupl HHTEIUIEKT TEXHOJIOTHSIAPhl Kadeapachl OTHIPBICHIH/IA KapaCTIPhUIIbI XKaHe OeKiTinm

PaccMOTpeHoO M yTBEPXKIEHO Ha 3acenaHnH Kadeapbl TeXHOIOrHH HCKYCCTBEHHOIO HHTELICKTa
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