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I ceuecrp /l ce*recrp / Semester I

XOO xo*rnoneuri / BY3oncrrii ror"rnoueur / University component

I ETI
xooK
EA BK
BD UC

5 Ey,r xypc cry.[eHTrepai MareMarzKaaaH ipreni 6inir'l4i
MeHrepy Ma(caTbrHAa aafibrHAayFa, coHbrMeH (arap
KyH.aeniKTi npaKrhKaHbrH virl4errepiH u-reury yuriH
MareMarrrKurJrbrK annaparrhr KouaHy 6oEsrurua

aaralrnapasr aaMbrryra br(nan eryrc apHaarau. fleu4e
xorapbr MareMarHKaHBrH cbr3br(TbrK a,rre6pa,
aHZIJIHTITKIIJILI( reoMeTpHr, MaTeMaTIIKanLI( TaJI.Uay

6eriurisaeri tpyrrrqur ueri, 6ip afi usnrra,rsl4au raye:rgi
$ynxqnq rybrHAblcbr, aHbrKraJIMaFaH xeHe aHr,rKranraH

O EHy 708-01-21 Karanor rxcunn liH no o6paoBarenBHoil nporpaMMe. U3Aa fie ropoe

yTBEP)I(AATO
rllen [IpaereHnn-[Ipoperrop no
aKaaeMHqecKHM BorIpocaM
HAO <Enpa:aiicrnii lraqlrorralsrrr,rfi
ynrrBepcrrrer srvr. JI.H. fyuu,reoa>>

Kpeglrr /
Kpearr /
Credit

Mareruarur<a
Mareuarr.rra
Mathematics



2 EN
xooK
BA BK
BD UC

C++ ririnae nporpaMManay
flporpauuuporauue Ha r3brKe
C++
Programming in language C++

5 flan crauAaprrbr ruureri aeperoep, r(oHcraHT,

Typa(Tbrnap, aftuuruaaruap, onepaq[rnap,
6ipenruer'r4i xeHe xensrrueuai MaccuBrep.
xepcerriurrep4i 3eprreyre apHanFaH.

C++nporpalrrua:ray rininqe nporpaMMaJrLrK (ilMTrMaHbI

asipneyre MyMriHsix 6epegi.
.[rrcqunlrnua [peaHa3naqeHa Ar,r fi3yqeHuc

O EHy 70t-01-21 Kararor rrcuxrr,lxH no o6psoDsre,lElloA ryorpaMuc. H3,lafiuc Bropoc

r{HTerpirnaap, xon afi nrruarurau rayeagi Syuxquraap,
4ep6ec rybrH.[buap xeHe ece.ni HHTerpaJr.[ap
Tar(LrpErnTapbr (apacTbrpbrnfaH

.{axuufi xypc cnoco6crnyer noaroroBre cryAeHToB c
rlenbro oBlra,{eHnr SynAarrrenrarbHrrMr.r 3HaHusMu no
MaTeMaTUKe, a TaKXe pa3BrrTlrro HaBbIKoB no
I,ICnOJTb3OBaHI{}O MaTeMaTLIqeCKOfO anfiapaTa IrC
pe[eEu.s 3aaaq noBceaBeBHofi nparTuKlr.
Paccuar:punarorc, TeMbI lrauefisofi aare6pu sucurefi
MareMaruKrr, asarurr.rqecxofi reoMerpr{u, upeaeJra

r[yuxqun B pa3aene MareMaruqecKoro auanla3a.

npournogxofi <pynxuuu, :asncflirofi or oanofi
nepeuennofi, HeorrpeAeneHHbrx u onpeaeJrreMrrx
r,rHTerpanoB, rfynrquft, 3aBucxMblx or HecKoJIbKIrx

[epeMeHHblx, caMocTorTeJIbHbIx [pol{3BoaHbrx u
KpaTHhrx [ETerparoB
This course contributes to the preparation of students in
order to master the fundamental knowledge of
mathematics, as well as the development of skills in
using the mathematical apparatus to solve problems of
everyday practice. The topics of linear algebra of higher
mathematics, analytic geometry, the limit of a function
in the section of mathematical analysis, the derivative of
a function dependent on one variable, indefinite and
definable integrals, ftmctions dependent on several
variables, independent derivatives and multiple integrals
are considered.



cTaHAapTHLIX TITIOB AaHHbD(, KOHCTITHT, nepeMeHHbx,
oflepaql-Ift, oaHoMepHbrx H MHOrOMepHbrX MaCCHBOB,

yr(a3areneft. flo:sorrlr parpa6aruuarr nporpzuMHoe
o6ecneqenrae Ha r3brr(e aporpaulruporarua Ct-t.
Discipline is designed to study standard data types,
constants, variables, operations, one-dimensional and
multidimensional arrays, pointers. Allows you to
develo software in C + n lan

2 cerre I 2 ce*re / Semester 2
XOO xorunouenri / BY3orcxsii rolrnoseur / Univers com onent

XEI]MK
ooA oK
GCD CC

4 A4naparrur6-roMMyHriKarIl.trnhr(
TexHonofI,IsIap
I{uSopuaqaonno-
(oMMyHHKaUrrOEHbIe TeXHOJIOTTE

Information and communication
technologies

5 flan 3aMaHayr4 aryraparrLr( TexHonorurnapArrrl
r'ryuxinairrepi MeH .[ulMy xeleureriu, oxrr{ iUriHae
KoMlbrorep xeHe rcounrrcreprir Ne.ni:repairt
annaparTbrK xaHe [porpaMMurnBr( (aMTaManapbrHr,rq
(asipri xaraafiu ues xelelrerin o4un-yfipeuyre
6arrrrranraH. A;rsrnras 6iriu aauaHayu a(naparrbr(-
KoMMyEI,IKarrusnbI( TexHorot r.snapau xaci6u
rqu:verri4 rypni o6lucraprrHga, rrrJrbrMa xeHe
flpaKTr,r(zrnbr( xS,r6rcra, os 6e.riHrrre 6iniu a,ryga xeue
6ac4a 4a ua6carrapaa (on4aHyra Myuxinaix 6epegi.
Arcuanruga HarrpaBneHa Ha HiyqeH]re Bo3MoxHocre
coBpeMeHHbrx uu0opuaunosuux rexsoaornfi Lt

nepcrleKTltB t4x pa3Blt"tufl,, B ToM qLIcJIe CoCTOTHLL U

lepc[eKTr,rB allfiapaTHoro ]r flporpaMMEoro
o6ecneqenug BbrgrIcJIItreJILHbrx MztrttllH t4

KoM[brorepuLrx cereft. IlotryveuHrre 3HaHr.lc [o3BoJrrr
,rcloJrb3oBarb coBpeMeunrre r.tr$oplraquonso-
KoMMyHr.rKarIlroHHEre rexxoJrort{, n paam.runrx crf epax
upoSeccuouamuofi AerreJrbHocrr,r, HayqHo-
uparru.recrofi Aesrerluocrx, 4lx carrloo6pa:oBatva n

Apyrlx uenefi.
The discipline is aimed at studying the possibitities of
modem information technologies and their development

incl the state and of hardware

O EHy 708-01-21 Kararor aficujnrfiH no oopa]oBa-renEHo nporpaMMe. ],l3aa]llre sropoe



and software of computers and computer networks. The
acquired knowledge will make it possible to use modem
information and communication technologies in various
fields of professional activity, scientific and practical
work, for selfl-educational and other purposes.

5 EtI XOOK
EA BK
BD UC

bl\ruua,rAslr repurcr,I
MaTeMaT}lKaJIr,IK CTaTI'ICTI'IKa

Tepur BeporrHocrHocrr
MATEMATHqCCKA.C CTAT'ICTI'KA

Probability theory
mathematical statistics

x(iHe

V

and

5 flen xov6unaropuxanuq He sri eleueu,T epiu,
Eepuy.ruu cxeMacbrH.[arbr urercri TeopeManapabr.

yaecripyaiu MaHbr3abl 3arrablnblKrapblH,
MareMarHKirJrbrK crarucruxaHbIH nerirri psttu4apulu
3eprreyre rr,ryr.,rxiugir 6epeai. ByI ep rypli ecenrepgi
rueIrly yrxiH blKruMa,qarrKrap reopurcbl MeH

MaTeMarr.IKaIbIK CTaTLICTIIKa CalIaCbIHAarbI TeOpUCnbIK

6iniuai r<oraanyra xeHe bIKruMaJIAbIKrap reopurcbl
MeH MareMaruKarbIK crarficrHKa ecenrepin :eprreyaiu
anuaparrr MeH aaiciu rypblc rall{ay aarrbmapbrua Ire
6orryra r.ayrtrxiu.qix 6epe,qi.

.[ucqun.:rnHa no3BoJIrer H3yqHTL ocHoBH6Ie 3JIeMeHTLI

rou6unaropaxu, flpeAenbHbte reopeMbl B cxeMe

Eepnya.nu, sau6o.nee BaxHbre 3aKoHbI pacflpeaereHufi ,

ocHoBHr,re noHrTH, MaTeMaTfl qec(oft crarncraru. .(aer
BO3MOXHOCTb npUMeHflTb TeopeT[rlecrIe 3HzlHIl' B

TeopHIl BeporTHocTr,r H MareMaTllqecKofi cTaTI,rcTIrKu

an perxeHu, pa3nrqHblx 3aaaq u HMeTb HaBblKL

npaB JrbHoro ns6opa anflapara [r Meroaa
HCCJre,qOBaHr.rs 3aAaq TeopLIH BeporTllocTll rt

MareMart,tqecKofi crarucruxu.
The discipline allows you to study the basic elements of
combinatorics, limit theorems in the Bemoulli scheme,
the most important laws of distributions, the Basic
concepts of mathematical statistics. This makes it
possible to apply theoretical knowledge in the field of
probability theory and mathematical statistics to solve
various problems and have the skills to correctly choose
the appamtus and method of studying problems in

O EHy 708-01-21 Kararior .nscuxnnfi H rlo o6pa3o8sren8Hofi nporparrMc. H3.[aHre Bmpoe



probability theory and mathematical statistics.

6 BI]
xooK
EA BK
BD UC

Java ririuae o6rerrire
6arurra.nran nporptttrlMzlnay
O6rerrHo-opueHTHpoBaHHoe
lporpzuMnpoBanue ua Java
Object-oriented programming on
Java

5 flou Java xoFapbr aeqrefiaeri nporpauua;Iay riliu
nafitatasa orsrpbrn. npaKTnKrrnbrK ecenrepai ueury
serigri aarau-napbrH anyra, o6rexriai-6amrralran
nporpaMMaray TexHoJrorrlrcblH MeHrepyrc,

uariuerrepai or(rey aJrropnrMAepi MeH apqpli
KypbrnbrM.[apbrH, nporpzuManay aaicrepiH Kon.[aHy
xaue rpaSuxaauK naft,qaranyuru uHreptf eftcin xy:ere
acbrpyfa, o6rerriri6arurraurFaH nporpaMManayablH
neri:ri raci.naepiu naft,qaraHyra, .qepeKrep 6a:acuua
xocury yruiu JDBC rexnororllrcr,rH naftazlnaHy yuriH
(on aFbrH.(6r (ocbrMrrranap rr.reH GUl-nnreptf efi crepai
KYpyra My\{KiHAir 6epeai.

.{ucuunaaua [o3BoJtter [oJIyqHTb HaBrIKII perrreHlt,

npaKTHqecK x 3aaaq c ucnoJlb3oBaHr{eM c3blKa

nporpaMMrrpoBaHHc BbrcoKoro ypoaHr Java, ocBoeHIre

TexHororuu o6leKTHo-opHeHTllpoBaHHoro
npofplMMlrpoBaHlrfl, [CnOnb3OBaHHe pa3nlrqHblx

crpy(Typ r.r arJrropxrMoB o6pa6orru AaHHbIx, Mero,qoB

nporpaMMr{poBaun, H pezrnu3arlull rpat[rvecxoro
noJrb3oBareJrbcKoro rntep$efica, I4clorb3oBarb
ocHoBHbre [pueMEr o6BeKTHo-op[eHT]rpoBaHHoro
nporpaMMr,rpoBaHnr; co3aaBaTb MHorolroTor{Hble

nprroxeHn, u GUl-r,rnrepSeficn, [cnoJlr,3oBarb

TexHoJrorsro JDBC arc co3,{aHr,r.s noaxaro.{eHuq x 6a3e

.qaHHhlx.
Discipline allows you to get the skills to solve practical
problems using a highJevel programming language
Java, mastering the technology of object-oriented
programming, using various structures and algorithms
for data processing, programming methods and
implementing a graphical user interface, use the basic
techniques of object-oriented programming; create
multi-threaded applications and GUl-interfaces, use

C++ riniHAe
rIporptMManay
Ilporpanrrr,rupoeanue Ha

.rsrrre C't-t-
Programming in language
c++

o EHy 708-01-21 Karanor .{l{cufinnHH no o6pa3oBarEn6Hon nporpa Me- ['l]AaHu€ smpoc



JDBC technolo to create a connection to the database.
3celrec /3celr / Semeste13

oox IICO oII cItH '[l y3B Bo cKll MTIKO IIo IIc T nU etv rsl com onent
7 }I(BII MK

ooAoK
GCD CC

OreyrraeTrix xsne caccu 6irir,r
uo4yni
Mogym coquirnbHo-
nolzruqecrux gganufi
Social and Political Knowledge
Module

8 pri KoraMHErH aaeyuerrir-carcs K+pLrJrbrc6r,
uriuiu xytere acbrpbllybr, Typiurbr rLrnrrMr.r

6iriru (a,run'racrbrpyra, caqcu xyfie ueu pexuMAepAiH,
cturca (y6bubrcrapAbril rypni MoAenAepiHiH onueMi
e4icrepin xoHe Ae onapAlrll e3apa 6ainaHbrcbrH
Merirepyre 6arrrralrau.
lucl4zntuua Ha[paBneHa Ha pa3Br,rrie HayqHbrx
gsasufi o coqlrarnLHo-flo-]rl{Tr.rqecKoM ycrpoficrne
coBpeMeHHoro o6ulecrra, MexaHI3Me pea llr:,a:qMht
BJracrHbrx peureuufi , oBJIaAeHHe ocHoBHrIMI,I Mero4zllal
HiMepeH t partrlrrtHbrx ruoAeaefi nor rI,IqecKHx cgcreM
I,I pexLIMoB, CO!UILrI6Hr,IX SSIeUHfi L ]IX B3ar,IMOCB,3I4 C

noJIHTHgecKHMT.I npoueccaMu.
The discipline is aimed at developing scientific
knowledge about the socio-political structure ofmodem
society, the mechanism of implementation of power
decisions, to master the basic methods of meaiuring
various models of political systems and regimes, social
phenomena and their relationship with politicat

ses

flau xa:i
6u:rir rue

8 ETI)I(OOK
EA BK
BD UC

.{ucr<perri MareMarrrKa

lucrperHae MareMarsKa
Discrete mathematics

5 oH Ir,rckpeTTl Kyp6rnbrMAapfa, Mbrc{rJr6r, xr.t6rHAap,
KarbrHacrap, ruerci: a.nre6pa,rrr4 xyfienep, ruexcia
rpa$lrxrep, urercis anrouarrap xoue rfyurquraap
cxrKTbr onepaqve,napabt aHBr(Tayra xaHe KoJrIaHyra
6arurra:rras ecefiTey rexHrrracLrHbrH ap rypli
cananapbrHla, flpollosxur.roH{rnAr,r xeHe npeAr.rKaTrEr
JrofuKaHbr{ KoMeriMeH apryrr.renrriH lypbrcrbrtbtH
TeKcepy, rixelefi AelelAeMenepAi tafilratarra orbrpbrfl,
AonenAeMenepAi fypy, rapaua-(apcBr I(orc xoJrLMeH
.qeneJrAey, 4apaua-4afi nrsr.n6r\Tap xoJrbrMeH AenenAey

e IH)I(oHe e rmecaLlIzrna AAF6I

T
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peKyppeHTrlK KaTbrHacrbr (onaaHy.

.(ucqunruna HanpaBneua Ha onpe.IIeJreHI,Ie fi
rrprrMeEeHr{e onepaqufi HaA AucKperHLMLr
cTpy(rypiMH, TaKrrMI{ KaK MHOXeCTBa, OTHOITTeH}I,,

6ecxoge.rgsre a-rrre6pau.recrne cucreMbI, 6ecroHe,{HHe
rparfsr, 6ecxoseqnsre aBToMarrr n Qyurunn B

pa3nr-rqH6rx o6.nacrrx BbIqHcJIHTeJIbHofi rexuuxl't,
[poBepKa [paB[J]bHocTH apryMeHTa c noMoIIIbIo
flpono3nqrroHarLHofi u npeguraruofi norr.IKlt,

nocTpoeHr,re aoKa3aTeJrbcrBa, Iicflonb3y, nprMoe

AOKA3ATCJIbCTBO, ,IOKA3ATEJI6CTBO NYTCM

[poT[BonocTaBJreHnr, AoKa3aTeJIbcTBo [yTeM
[poTUBOpeq , I-I [pHMeHeH[e peKyppeHTHbD(

coornoueHr,rfi an, peuerrur 3a,qaq B pa3ruttHBlx
o6racrsx,
The discipline is aimed at the definition and application
of operations on discrete structures such as sets,

relations, infinite algebraic systems, infinite graphs,

inf,rnite automata and functions in various fields of
computing, checking the correctness of an argument
using propositional and predicate logic, constructing a

proof using direct proof, proof by opposition, proof by
contradiction, and the use of recurrent relations to solve
tasks in various fields..

9 ETI

xooK
EA BK
BD UC

Komnuroreprix xyfenep MeH

xeri,repaiH apxrrerrypacur
Apxurerrypa rounbrcTepHbrx
cuctev N cetefi
Architecture of computer systems and

networks

5 flaHAi orry xesiH.(e saManayu ecenrey xyfie:repiu
KypHnLrMAbr( xeue t[ynxuuouarasl yfi rru,qacrblpyablH
uplruqunrepi, ecerrey xyfteciHiu eprlpli
rounoxenrrepiuae, qurfprsl rolrnrtorep,uiH
areuenrrepi ueu ryiiugepin,ue )r(y3ere acbIpEIrarEIH
nerisri agicrep MeH aJrroprrrMAep KapacrElprlnaabl.
flpN r{3yqeHr,r[ ar{cuurunHbr paccMarpl{BilrcTc,
npr{Hqunbl crpyrrypuoi u tlyuruuonanrnofi
opraHu3aqrE coBpeMeHHEIX BbtqIrcJIIrTeJIbHErx cIrcTeM,

O EHy 708-01-21 Kararor arcufirlnr,llr no o6paloBarEjl6Hofi nporpafiMe. l,h,q!flMe .mpoe



6a:osrrx MeroAoB rr anroprrrMoB, peaJrr.r3oBanublx B
pa3Jlr.rqH6lx I(oMfloHeHTix B6ITIIToJILITeJILHofi cuctelru,
3neMeuTbr z ysnrr qurfponoro KoMur,rorepa.
The discipline allows to study the principles of the

structural and functional organization of modem
computer systems, basic methods and algorithms
implemented in various components of the computer
system, elements and nodes of a digital computer are

considered.
Tauaay 6ofi unura KoMrroHerrrep / KonnoueHru no nu6oDy / Orrtional Components

l0 Knaurrsr4 uexauuxa
Knanrosa, MexaHLIKa

Quantum mechanics

5 flau rnaHrru4 xyfienepaiu rqacuetrepiu cunarrafirrm
ueri:ri napalrerplepai cauArK 6araray Aarablnapr,IH
Hrepyre, KBaHTTLIK MexaHHKaHbIH Xe,reCi

6onir'aaepiuaeri ecenrepAi tuerrryre 6arsnra.nrau: 6ip
e:rurelrai (o3Farbrc, KBa3a-KrraccrI(zIJIbIK xybr(Tay,
KO3y reopfircbr, opTanr,I4 cHMMerp'lrllbl opicreri
Ko3faflbrc, r'rarnur epicisaeri KBelHTrbrK 6eauIer,
rr.rrxbrpay reopfiffcbr, ya4ur 6ofiuulra ryfinepairr
fBoJIIOUl.rrCbI. KBaHTTsIK MeXaHIrKiulafbr perrrnsucrix
ecepnep, 6oanerrepaiE cairecr:iri, ren 6o.nurerri
xnaur, rr4 xyfienep, exiurri KBaHTray.

.{ucqunruna Ha[paBJreHa ua npuo6perenlre HaBLIKoB

nonyqeHll KoJII{qeCTBeHHBIX OIIeHOK OCITOBHbTX

flapiMerpoB, xapaKTepr.{3ylouux cnoficrna KBaHToBrrx

cr,rcreM, peureHEe 3aAarr IIo cneAyIouILIM pa3aenaM

xsaHrosofi MexaurrKrr: oAHoMepHoe ABr{xeHLIe,
KBal3r.r(raccrrqecKoe upu6aaxenue, Teoprls

noe*ryueuuft , .{BIrxeHLre B IIeHTpanbHo-cIrMMerp[tIHoM
noJle, KBaHTOBZIfl qaCTUIIa B MaTHITTHOM IIOne, TeOpUg

paccerHrrr, gBorrorluc cocrornsfi Bo BpeMeHI.l,

peJrrrrrBr.rcrcxue s([rpercru s xsaarosofi MexaHI,I(e,

TOXIeCTBeHHOCTb qaCTIrq, MHOlOqaCTI,ItIHbre

KBaHTOBEIe CUCTeMBI, BTOpI,IqHOe KBaHTOBaHUe.

The discipline is aimed at acquiring the skills to obtain

o EHy 708-01-21 Karanor ancrunnxH no o6pa3osarEnLtlofi nporparrMe. H3aafixe aropoe

ETI TK
EA KB
BD EC



quantitative estimates of the main paftlmeters
characterizing the properties of quantum systems. solve
problems in the following areas of quantum mechanics:
one-dimensional motion, semiclassical approximation,
perh:rbation theory, motion in a centrally symmetric
field, quantum pa(icle in a magnetic field, scattering
theory, evolution of states in time, relativistic effects in
quantum mechanics, identity of particles, many-particle

second uantizationuantum
ETI TK
BI KB
BD EC

A4uaparrsl4 4ayiucisgiKriq
0lrsuranrlI( Herisrepi
<Duguqecxue ocHoBLI 3axrrrrr,r
uutpopuauuu
Physical foundations
information security

of

5 flau arycruxaabr(, olrraKrrnbr(, paAno3nerTpoulbrK
apualrap 6ofiruura a(naparr6rr{ aryrrH TyAbrparbrH
rerirrepaiu rfu:nxaasr4 aeri:4epin, conaafi-aK
a([apaTTbrH 6yprraanauyrrr 3eprTeyte apHaJrFaH;
a(laparrr,r Texnuralrr( apHanap ap(6rn6r arbrn
KeryIeH (oprayta xeHe rexHr,rKaJrbrK 6aptay
KypanaapbrHa Kapcbr rypyFa 6arrrrralras rpusuxa,rsr4
apeKerrep ueriraepi. A4naparrrr4 rapirnbrfi reryiuiu
TexHrrKzrnbr( apHaJrapLlH Kypy xeHe a(fiapaTTbr(
npoqecrepre cauxqur,raubaraH acep,leH Kopray
llinaemepiu ruerrryre ipre.ni ruexrepre 4o:r xerri:y
6eairinae rqa3ipri 3aMaHFLt rexur-rKa MeH
TexHoJrorHff HblH uprxinaixrepi Kapacrr,rpbuyaa.
lzcqlrnllrrra [pe4Ha3HaqeHa ana ugyqetut
$aruvecxr.rx oclroB MexaH[3MoB, co3azrrorllux yreqry
zutpopuaquu flo aKycruqecKr,rM, orrrrrqecKrrM,
pa,qHosneKTpoHHbrM KaHaJraM, a TaKXe r{cxaxeHrfi
uu$opuaqr.rr.r; $u:uvecxux ocHoB Ae crsuia,
HarrpaBneHHbrx Ha 3arq[ry uu$oprrlaqur or yrerrKr rro
TexurqecKr,rM r(aua!'raM u nporlnogeficrByroqux
cpe.qcrBaM rexnraqecxofi pa3Be.qKrr. Paccuarpuraro.rcr
Bo3MoxHocrll corpeueuuoft TexHuKIt LI TexHoJIorrII,I B
qacrr.r Aocrzxeuris $yEAaMeuraJrEHbD( [peAeroB B
perueHlrx 3aAaq co3aaHI,L TeXHI,IqeCKr,IX (aH{UIOB

HH o a\gfiTCqKLI V 3arllr,rTbI OT
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HecaHKII[OHr,IpOBaIrHOro BO3AefiCTBI.L Ha
HH0opMaqlroHHbre npoUeccbr.
The discipline is intended for the study of the physical
basis of the mechanisms that create the ilow of
information on acoustic, optical, radio-electronic
charmels, as well as the distortion of information;
physical bases of actions directed at protection oi.
information from leaks on technical ihannels and
countermeasures of technical intelligence.
Consideration of the possibitity of modem equipment
and technology in the achievement of funiamental

creati techni
fo

informati

nt ts ln SO b em fovlng pro calng
hc anne oS f of n rn.)a on and rotectreakage o fron nlp

thunau rizedo access ot on ro SSCSce
4 ceuec /4 celr. / Semester 4t/ BTI

xooK
Bn BK
BD UC

Alropururr t-r crpyKryp],r IaHHbrx
Algorithms and data structures

A,rropurur4ep
(Ypbrn6rMbr

xeHe Aepe(rep 8

K+?y o.qlcTeptH xeHe oJ.rap,{6r ranlay.{Br, a([aparrbr
lrlrxl cY?brlray,quq aprypni anropuruqepi naeu ir4ey
ecenrepiu 

_ 
o(brryra apHzurraE. Ey,r a,rropr.rru4ep

naiiAalu 6orryrr rr,ryr,lxiu xarAafilap, -.oprrra"pAiTnnAayMeH 6a tau:"l,c (apacrbrpbrnallr xeHe
iuropr.rrMAepAiq rr.rirraairriri seprre:re4i. Alropr,rru4ep
xlpae,ri:ririH 6aratay vace,ue:repi Ko3raJra.rllr.
,{ucqunlzua [peaHa3xaqeHa Arrr rr3yqeHu, octoBHbrx
csoficrB aJrropr,rrMoB u crpyr(ryp AaHHLrx (cnucor,
creK, oqepeI6, 4epenra, rpa$u, xsru-r:a6:raqsr),
MeroaoB nocrpoeHr,rr s{Serrr.murrx anropurMoB }r r,rx
aua:lptsa, o pa3JrurrHbrx anropr,rTMax nuyrpeuuefi
copr[poBKr.r llHQopuaquu 3a/la,q floucKa.
PaccuaT punarorc.r cvryar\vy, B r(oropbx s.rrt
anroplrrMEl luoryr 6rrrr [oJre3EbI, cBr3b c aua:lusoM

EKTI.IBHOCTbETC'IoB

flau alropurlr4ep uerieri
(ypbrJrruAapbrH (ri:iru,
rpa$urcrep, x3rrr-Kecrenep

4acuerrepi MeH .4epeKrep
cTeK, (e3eK, arauTap,

), rziu4i a,rropuru4epgi

.{ucxperri MareMarnKa

.{ucxperaaa MareMarHKa
Discrete mathematics

O EHy 708-01-21 Ksrdnor ,[ncuxnnHH no oopa3osarErLHon nporpaMMe. lr3aarue sroFroe
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aJlropr.rrMoB. 3arparurarorcr
cnoxHocTl,r anropI,ITMoB.
The discipline is designed to study the basic properties
of algorithms and data structures (list, stack, queue,
trees, graphs, hash tables), methods for constructing
effective algorithms and their analysis, about varioui
algorithms for intemal sorting of information and search
problems. The situations in which these algorithms can
be useful are considered, the connection with the
analysis of algorithms and the efficiency of the

stigated. The issues of assessing the
rithms are touched.

Bolpocbr oueHKE

al ISthms velngon
xleoc m o alf

l3 KTI
xooK
NABK
PD UC

Mauruuara 6arsn"ralras
6ar4aplava,ray
MaruuuHo-opueHTr.rpoBaHHoe
IIpofpaMMxpoBaHr4e
Machine-oriented programming

5 anymluap.4a ecelrey rpoqeciuiq 6apucsr
TypaJrrr ryrac ryciuixri (anbr[Tacrbrpyra xoue
acceu6riep ler{refiisAeri r:i:r4e nporpauuar,rrl( Ko.qleH
NErar,rc icrey .UarAbrnapLrH aayra 6arrn:ralrau.
Kypcra npoqeccop KoMaHAanapHE (onAar{y eaicrepi
MeH Acceu6aep rini o(brrEmaAbr. Kounrroerp
xa,qr,rcErH xi6epy, a.Apecrey KoManAirnapEr,
xzrJraynap.qErt perucrpi, 6ac4apygu [raprcLr3 xeHe
rxapr"rbr Ni6epy, canLrcrbrpy KoMaHAalrapbr
(apacr6rpbrna.q6r. flpoqe4ypa MeH
Mar(po1(oMaH.4aJrap.46r (ypyra, MaTeMaTr4KZrJrbrK
(ocLrMrrra [poqeccop KoMaxAanapBrHa epeKrxe Ha3ap
ayAapbrnaabr.

.{r.rcqzn:raua op}reHTr.rpoBaHa ua Sopir.rupoeauue y
o6yvaroqrExcx rleJrocruor.o fipe.qcraBJreuzs o xo.qe
BEIqLICJIr,rTelILHOro [poqecca u rloJlyqeHue HaBbIKOB
pa6oru c [porpaMMHbrM KoAoM Ha ,3LrKe ypoBH,
accerra6lepa
B rypce Ll3yrriuorc, Mero.q6l r.rcrroJlb3oBaHzr KoMaHA
lpoueccopa rr r3rrr€ Accelr6aepa. Paccuarpunarorcr
KOMaHAbI [epec6IJIIO{, aApecarl}L rriMrTrr Ko

clognofi r.rc

fIeH 6iniu

MnbroTepa,

C++ dniuae
lporpaMManay
flporpauuuponauue Ha
sssrxe C++
Programming in language
C++

OEHy708-01-21 Ka"aron axcuurlnllH rlo o6pa3osaren6Hoa nporpa Me. H3AaHHe Bropoe



ycnoBHofi lepeAaqu ynpaBneHrrr. OcHosHoe BHr,rMalur,re
y,lerterc. paspa6orre fipouelyp H MaKpoKoMaHA, a
TaKXe KOM{IHAaM MaTeMaTHqecKoro colpoLleccopa.
The discipline is focused on the formation of a holistic
view of the progress of the computational process and
the acquisition of skills to work with program code in
an assembler language.
The course examines methods for using processor
commands and assembly language. It considers the
transfer commands, the addressing of computer
memory, the register of flags, the comparison
commaad, unconditional and conditional transfer of
control. The focus is on the development of procedures
and macros, as well as the commands of the math
co SSOT

l4 ETI XOOK
6A BK
BD UC

Ku6ep4ayinci:4ix ueri:aepi
Ocuonrr ru6ep6e3onacuocrr,r
Cybersecurity Foundations

5 flau a4naparrbrK KoraM.[aFbr xayinci:aix rypa;ru
xa:rnrr rycinirrep MeH Aarrr,uap.qbr anyra xoHe
a(naparrrrK (ayinci3aiK rexgonoracrapbrn ryciryai
(irnbrnracrBrpyra, 6aplrr4 KLr3Mer cananapbrrr.qa
xlr6eprqayinci:.qir ryxupsurl4auacrm xouana 6inyre,
3neKTpoHAbr( r(oMMyHHKaqHrnap apKbrnbr o3apa
epexerrecrixri xase lrarir',rerrepMeH anMacyArr xy3ere
acbrparrlH veurererrix xeHe MeMJrexerrix euec
yfiLrMAap MeH MeKeMeJrepAiq a6naparmr I{oplayAbrrl
rynbl(T6( XaHe flporpaMMajrbr(-TexHr.rriurbr(
uscene;repiu, a([aparr6r4 4ayiucis4ix ueri:4epiu xeae
a,laMMeH aKnaparrbrK npouecrepaiH o3apa
apererrecyin perreyaiu fipaKrnxarrr( agicrepin
Meqrepyre 6arurralras.
luctluttwma HarrpaBnena Ha floJryqeHrre HaBhrr(oB u
o6u1tzx npegcranleuufi o 6e:onacsocra B

uurf oprrraquouuou o6rqecrse u tfoprruponanue
loHuMaHHe rexnoaoruft uurfopuaqaonnoft
6e:ouacuocrN, MeHlIl.{ rMeH.f,T!, KOHrIelq[IO

O EHy 708-0 I -2 I Karanor lscqlrrurnr no o6pa:oBarnLHo[ nporpa{Me. H3.qarue sropoe



e3onacHocTr.r Bo BCeX c(bepax aerrenr,Hocrfi,

HerocyIapcTBeHHErX opmHr.r3arlr4ft

u3yrreHl.re [paBoBbIX l.t [porpaMMHo_TexHrrqecKr.Ix
[po6neM 3aulxT6r t4HoopMau}Iu rocyaapcTBeHr{rJx r.r

ocyxIecTBJIrIoIUzx B3aJ.rMoIeficTBr{e s o6MeH,{aHHhrMH
locpeacTBoM SneKTpOHHBrX KOMMyHr.r(au[fi, ocHoB
r.rH$opMaur-roHHofi 6egonacuocrz u [paKTzqecKrrxMeroIoB petynzpoBaurr{ n:azuo4eficrrafi
uuQopuaquouu6rx [poqeccoB c qeJroBeKoM.
Discipline is aimed at obtaining skills and General
understanding of security in the information society anJ

1o,foT .an understanding of information security
technologies, students will be able toapply the concept
of cyber security in all areas of activity, to studt tli;legal and software and technical 

- 
p.oUte., oiinlormation protection of state uni non_.,ui.

organizations and institutions that carry out interaction
and,data .*:l1g" rhrough electroni. .ornrnrni.rrionr,
the basics of information security and praclical methods
of regulation interactions of information p.o""r.", Uii
a

xu6ep6

n yvpeN4eur.rfi,

15 EII)I{OOK
6I BK
BD UC

A4naparrap MeH xo4ray
Teop[rc6r
Teopza zuQopuaquu u
KOIupoBaHr.r-f,

Information and Coding Theory

fiv,cgunlaua opueHTr,rpoBaua Ha r{3yqeHze guTporrnr,
eIr.rHr.rq r.r3Mepeqr.rs uusopruaquu, o6pa60:rru
uu$opnaaquu, cropocrr.r nepeAaqri. Cry4eurri a:war
KOHIIenUHU nepenaqu IaHHbrx npapo,"r"a"o t1

6ip:rirre

crya
AJI,4APAbIII

aryrapar

IIaa 3 TU,SH6IIrTpo JIIIIoaI(IIapaTTbr ey H,pr
TTEI aa(IIapa Tap Ty XLIJIAAMAbIfEIH te3epTrey

6amrrranrau IK xeHHrTep Y3 Y3Arnct3
cI,ITH JIIMME AI KO IIeTrep EIIE6epy III4rnapErH

6Ic Ma(uapaT Hreopus. a\[apaTTEr( xytielep
clHr efl3HTY Krepl HAE xeHE9HTpOnurH6r

3CaHLIH eprrefi4i

He[pephlBHbrx crrrHaJloB, 3
HA OCHOBE NOEr[,Ift u

I{TpOn}no Il KOJIr4qecTBO

OEHy708-01-21 Kara,lor ,{IrcuxnluB no o6pa3oBa-rEn6HoI rporpaM e.la3.laHrre Bropoe
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Discipline is focused on the study of entropy, units of
information, information processing, tiansmission
speed. Students will leam the concepts of intermittent
and continuous data transmission, entropy, and

the concepts
stems.rmati info

unamo t fo lon rma on ASb ed on
n fo no eorh ITN Aand I.)o S

u uurf oprraaquonubrx crrcreM.

the
of

Tartaa 6oiitrlrma )I(OO xounoneri / ogcxgfi xolrnogeur no ntl6o to tional Univers Com onentst6 XBII TK
OOI KB
GCD EC

Kecinrep.nix xeHe 6asHec
flpegnpnnuuare:rbcrBo H 6r,rsHec
Entrepreneurship and business

5 ," yT 6arsnru (aMTuabr: 6u:necri 6acxapy,
(rBMerrlrl 3I(oHoMLIKaJIbrK, e,:reyruelrir xoHe
gKonorrrrnbr( arrcH; 6rlsgec u4er xeue 6aluec
xoc[ap.qEr aaMbrry. flaasiu Heri:ri 6arunrapuusry
6ipi periuqe cry4eurrep4i xeKe xayankepurinixxe,
brHTulnaHAbrpyra, r.IHHoBarll.Irjlbr((a, TaJI[bIH6ICKa X6He
(oraM anAr,rHAaru xayaurepuinixxe y pere4i.
.{auuufi Kypc Brrroqaer rpu HanpaBJreHus: lussec
aAMLtHLrCTprrpoBaHrre, 3KoHoMHKa. COUlriuIBHbIe u
9Konor[geckr.re paMKa xlr3Heaer.relruocru; 6z:nec
u4et u paspa6orxa 6u:nec nnana. Oco6oe 3HaqeHue B
Kypce yAeJrrerc, BaxHocru Sopur.rponaunr raxr_rx
uoauqzfi, I<aK uepcoHanbnall orBercrBeHHocrB,
MoraBarl[tr, Ayx uruonaqrfi, nro6onHrcrso i
orBercrBeHHocrr nepeg o6rqecrnorrl.
This course includes three directions: Business
administration, Economics, social and ecological
framework of life; Business idea and business plan
development. The special value in this course is given
to the importance of forming such positions as personal
responsibility, motivation, the spirit of innovation,

TI

cunosl social res nsibili
t7 XETI TK

OOA KB
GCD EC

I-lu@pnu4 TexHoJrorrrr:rap.qbr
caurrlnap 6oft sruura 4on4auy
L{urfponue rexrroJrorr{}r no

HMEHEHI"

5 KonIaHy czrJr,rnapbr 6oiisrnura l(asa4craH
Pecny6lr.rracunuq <I{ur[pau4 Ka:a(craur>
Meuaexerrix 6argap,:rauacrrH

ArIH neri:ri Ke3er{A

fles

o

eH,qlpy xaHe )I(Y3efe

O EHy 708-01-21 Karanor ArcrunnrrH no o6pa3oBsrEr6rof, nporpaMMe. H3AaHue smpoe



Digital technologies by branches
of application

6nsuerrep4i ropcery,uiu cau4u4 naar$opMarrapr,rn,
epryp.ni raci6u cnnanapaa qut[pmr4 a(raparrbr
ollqipyaiH rypni e4icrepin (apacrLrparbr.

!.ucuttrultatta paccMarplrBaer ocuoBHbre grarrbr

BHe.qpeHri, u peanv3a\uu focy4apcrnennoft
nporpaMMbr PK <I{n$poaofi Kalaxcran>, uu(bpoBLre
nratrpopuu oKa3anr,r, gneKTporrHbrx ycnyt, pmnr,rqHbre
cnoco6u o6pa6orru uut}porofi r.rut[opuaqrau B

pa3nr.rqHbrx rpo<peccuottalrutrx o6nacrsx.
The discipline examines the main stages of
implementation and realization of the State Program of
the Republic of Kazakhstan "Digital Kazakhstan",
digital platforms for the provision of electronic services,
various ways of processing digital information in
various professional fields.

l8 XBII TK
OOAKB
GCD EK

Icreplir puropura
.{eronar puropHKa
Business rhetoric

5 flan Ha4ru rrliu4er:repre 4ol xerxisy yuriu 4snuetrix
caraHbrH ap ryprepix4e aaaMnap apacsrHaa ruivai
xene ceuiuai cefineyxi xyprieyre 6arnrra.traH. flan
os oftrrs 6irgipyre, cayarrbr .quaJror, MouoJror,
nixipra.nacrap xypriayne. KoMMyHriKaru BTi x aaraor-nap
MeH Marxhr(Taparr, ruerueugix onepai uer{repyre,
urerueugix ofi4rq xouuynfircarprsrir nuerin ryciuyre
urprxingix 6epe4i.

,flucuuuruna oplerrrr.rpoBaHa Ha BereHHe
s$$errunnofi u y6e4urearuofi pevu uexgy JrroAbMrz

rlpl,r pa3nr,rrrHrrx Br{.q:x crryxe6uoft c$epu glr
Aocruxenr.rr KoHKperHbIx 3aaaq. Ascuunluna
IIO3BOJITeT HayiMTbC' BbIpaXaTL CBOLI MBICII,I, BeCTLI

rpauornrrfi ar{iuror, Mouonor, ar,rcxyccr,rt,t, o6na.qaru
KOMMyHIIKaTLIBHBIMI.I yMeHI,ITML I{ HaBbI(aMIt,
opaTopc(r,rM r.rcKyccTBoM, [oHUMaTb
(oMMyE[r(aT[BHOe rraMepeHrre opaTopa.
The discipline is focused on maintaining efilective and

uaslve s between le in various es of

O EHy ?08-01-21 Kararor flrcrun xH no o6pa3osaren6rrofi nporpa Me. H3AaHr.re smpoe



service areas to achieve specific tasks. Discipline allows
students to leam how to express your thoughts, conduct
a competent dialogue, monologue, discussions, have
communicative skills and abilities, oratory, understand
the communicative intent ofthe speaker.

t9 XBTI TK
OOA KB
GCD EC

3xoaoru., ueri:4epi
riplrinix (ayinci3Airi
OcnosH 3KoJrornu
6egonacnocru
xr{3Heaef,TeJlEHOCTH

){{aHe

LI

Fundamentals of ecology and life
safety

5 flsu eq6ex xeue elrip ripuriririuiq rqayinci: xeue
3r,rracr,r3 Naraafiun (ypy.qH, eu,qipicrir xa6au(rap.qu
MoHTaxIay xane uaiiAa:rasy resin4e (ayilci3Aix
uapanapbrH ca(Tayalr, xzlJrbr(Tbr xaue eulipicrir
nepcoHrrJrArr, mapyalnbrnbl( xlprisy o6rexrinepin
br(rrMaJr caJrAapAaH, aBapvu]IapAal! anaTTapAaH,
alarrapAau rqopray 6ofisruura rereHrrre xar4afirap.aa
cayarrrr ureurirrl Ka6rurAayAbr xeHe 6onNayau yfipeny
xeHe onapabrrl cernaapr,rH xoroAbrrl aafALrnapr,rH
(anbrrrracrbrpyra MyNrringix 6epe,qi.

Aualurilusa op[enrr{poBaHa Ha ([opuzponanue
HaBETKoB co3AaHr{, 6esonacsoro u 6eanpe4uoro
ycronuft TpyAa rr xu3He.qesreJrbrroc, r, co6mo4arr
uepu 6esonacnocrr4 flpfi MoHTaxe r.r gKcrrnyaraur4u

I npousno.qcrne nnoro o6opy4onaHr,rr, fiporHo3upoBarb r{

npHHtIMaTb rpzMoTHbre pelxeH}{, B ycJloBltrx
vpernuuafinux curyaun no 3allrrre HaceJreHr.r, ri

[polr3BoacrBeHHoro fiepcoHana, o6sexros
xo:rficrsogaHr,rc or Bo3MoxHbx noc.ne4crsufi. aaapufi ,
xaracrporp. cruxtn H nHKBHAHpoBar6 xx nocne.qcrBur.
Discipline allows you to form basic skills for creating
safe and harmless working and living conditions,
observe safety precautions during installation and
operation of production equipment, predict and make
competent decisions in emergency situations to protect
the population and production staff, facilities from
possible consequences, accidents, disasters, the
elements and eliminate their consequences.

20 XEII TK Pyxanv xaqrupy 5 Byr nenai o(urry KaNerriniri 6aprsrx (a3ipri 3aMaHrbr

O EHy 708-01-21 Karanoa AucurnrsH no o6pa3osaren6Hotr rpor?aMMe. H3A6Hne s-ropo€



OOA KB
GCD EK

Pyxanlr Naurrrpy
Rukhani Zhangynt

4ayin-4atep:rep MeH Nahau4atry cblu-(arepneplH
ecKepe oTbrpEr[, Ka3a(cTaHAbIKTapaBIH pyxaHI,I

(yHAbInbIKTaphm xaqrrlpryra 6artt'rra,rran xeHe

KoraM,ubrK caHarrbr xaqrblpryAblll. 6acerere
r<a6irerririxri. nparvaru:r'r4i,IIilMbrryrbln. Ynrr[,IK
6ipereiinirri caKTayarlll. a3aMarrapAblH 6iniur r.'res

CAHACEIHbII{ AIIIbI(TbIFbIH TAHbIMAN.qAYAbII{

Ma4br3AburbrFbrH aran xopcereai.
Heo6xoAurrrocrr o6yuennr aasuofi al,IcufinnlrHbl
o6ycroa:rena reu, qro oua opleHTlrpoBaHa Ha

Bo3poxaeHHe AyxoBHbIx ueHHocrefi Ka3axcraHu,eB c

yqeToM Bcex coBpeMeHHr'Ix pIlcKoB H BbI3OBOB

ruo6a-nu:aquz ll noAqepKllBaer BzDI(Hocrb

MoaepHrr3allult o6tqecrnennoro co3HaHlrr, pa3BIlrI'L

KoH(ypeHToc[oco6Hocr[, [parMarlr3Ma, coxpaueHlrt
sauuona$uofi Ir,4elrTtlrrHocTt4, flonyJrrpl{3allun KynbTa

3HaH[' I{ OTKpbTTOCTLI CO3HaH}L fpaXAaH.
The need to teach this discipline is due to the fact that it
is focused on the revival of the spiritual values of
people of Kazakhstan, taking into account all the

modem risks and challenges of globalization, and

stresses the importance of modemizing public
consciousness, developing competitiveness,
pragmatism, preserving national identity, popularizing
the cult of knowledge and openness of consciousness of
citizens.

21 XBII TK
OOA KB
GCD EC

Icxepair r"ra4enuer
Kymrypa .qerororo o6uleuus
Business culture

5 flan icxepnix xeHe xsci6IE KapblM-KarblHacra
craHAaprrbr xeHe craHAap1'Tr,I eMec rrriuger:rep4i
Iuetrryre, xeci6r,r gTl,txa MeH xaci6r Krrguerrirl
TaranrapbrH Konqauyra, oHblq nopuaruai.
OPbIHALINEIFT,I MEH MAI(CATII'IJIbI|LI T+?fLICbIHAH

cefireyai ranqayra, aybBrr]a xaae xas6ama ceftneyAeri

4areairrep uen reuruirinrepAi xorora rral'rlxingir

o EHy 708-0 t -21 Kararor alrcurn xH rlo oopa3oBsrenb og nporpaMMe. H3a&Hxe alopoc
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lucgur,trata no3BoJrrer peurarb craHAaprrrBre
HecTaH.qapTHbre 3aaaqu B aeIoBoM
nporpeccuoualsnou o6qeruu, [pnMeHrrb rpe6oaalrur
upoQeccuoralruofi frnru u npo$eccuonalruofi
Ao'TeJI6HOCTE, aHanH3HpOBaTL peqb c ToTIKI.I 3peHEq ee
HopMar[BHocru, yMecruocrr,r u qelecoo6pa:nocru,
ycrpzrurrr olru6ru u HeAoqerBr n ycrnofi u
nr.rcbMeuroii pequ.
Discipline allows solving standard and non-standard
tasks in business and professional communication.
applying the requirements of professional ethics and
professional activity, analyzing speech from the point of
view of its normativity, relevance and expediency,
eliminating errors and omissions in oral and written

u
Ll

ch.
5 cerr /5 ceu / Semester 5

com onentxOO IuKO .Io eII IITI By3 Bo IICKII ilIKO oTI cII H'I' nU rsc
22 BTI XOOK

EA BK
BD UC

OnepaqNuu4 xyfieaep
Ouepauuonaue cucreMbr
Operating systems

atcr;H4a 3aMauayu oflepaq rn6rK xyfienep
apxnrexrypac6r o4rrrr,rJrarqsr. Onepaqasarq xyfie;repai
Kypy fipnHuuflrepi uen ryxrrpbrMAaManrr4 neri:gepi,
npoqecrep.Ei, xa,qsrrrLr xaHe onepaqurrr,rK
xyfienepaeri euriry-rurrapy4u, 6ac4apy egicrepi,
K+?ar.qapbr MeH arropuruaepi Kapacrbrpbua.rrbr.
flparr:uralruq ca6a4rapga tNI)?Linux, Microsoft
KoMuaHr.r{cr,rubrrl xoHe Ha(Tbr ya(r,rrrar6r OX xyfienir<
uurep$eft crepi urepine4i.
B pauxax Kypca r,r3yrr, orc, apxr.rreKTyprr
coBpeMeHrrbrx oflepaqrroHHbrx crrcTeM.
Paccuarpr,rnarorcr [pr.rHIIHnLr [ocrpoeun r E
KoHUenTyanbHbre ocHoBr,r olepaquoHHbrx cI.IcTeM,
MeTO.q6r, cpeAcTBa Il ajrropr{TMLr ylpaBneHrry
lpoqeccilMl,I, IItlMrTbIO U BBO.qOM-B6IBOAOM B
olepaqlroHubrx cucreMax. Ha nparruvecxux 3aurrurx

Kypc

CI{CTCMHLIII }I c OC ceueficrra

Korunsrorep.ni x xyfi e.tep
uex xe,rilepAiH
apxr{TeKrypacbr
Apxlrrerrypa
KOMIILK)TepHbrx ct cTeM H

cerefi
Architecture of computer
systems and networks
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UNIX/Linux, KoMrraHur. Microsoft u OC peaasuoro
BpeMeHt,t.

The course studies the architecture of modern operating
systems. The principles ol construction and conceptual
foundations of operating systems, methods, tools and
algorithms for managing processes, memory and input-
output in operating systems are considered. In practical
classes, the system interface of the IINIX / Linux
family of computers, Microsoft and the real+ime OS is
studied.

23 BTI XOOK
EA BK
BD UC

Xeri.nir rexno.norfl ,nap
ueri:4epi
Ocsonr,t cetenux texnolorufi
Network technology basics

5 Kypc reneKoMMyHr{(auurnbr( ecenrey xe:ri.nepiu
xo6ilJray xaHe 6acrqapy ueri:.qepiu r'reqirepyre
apua,rran.EafiraHbrc KaHaJr.[apbr MeH cbr3br(TapbrHbrq

nerilri cunarralranapbr (apacrbrpbrnaabr. lepexrepai
xi6epyairr un$pnbrK xyfi enepiH r<ypy epexruerixrepi
r.rrepireai. Xeni,rix o3apa apeKerrecy uoaer4epiH

lr*reqrepyre aca Ha3ap ayaapLuraH: OSI, TCP/IP,
(onAaH6aJrr,r [poroKonaap xeHe Kbr3Merrep
Kypc nocnrqeu rr3yqeHr.rrc ocHoB [poeKTHpoBaHU.s u
AAMHHI,ICTPHPOBAHU' TENCKOMMYHHKAIIHOHHbIX

BbIrtHcJIItrenbHbrx cerefi . Paccuarpunarorc, ocHoBH6Ie

xapaxTepucrnKH ttuvuit l KaHaJroB car:n. Hlyvarorcn
oco6euuocru nocrpoeHlrs qnSposux cucreM rrepeaaqu

.IaHH6D(. oCO6Oe gnUrrraHrre ylenserc, lr3yqeHmo
uoaelefi cereBoro sgar.rNloaeficrsur, TaKI,Ix xax OSI,
TCP/IP, np[(naaH6rM nporoKonaM H cepBucaM.

The course is devoted to studying the basics of
designing and administering telecommunications
computer networks. The main characteristics of lines
and communication channels are considered. Studied
features of building digital data transmission systems.
Special attention is paid to the study of network
interaction models, such as OSI, TCP / IP, application
protocols and services.

Kounurorep:rir xyfienep
ueH xe.nirepairt
apxrreKrypacbr
Apxxrerrypa
KOMnbrcTepHLlX CrrcTeM H

ceref
Architecture of computer
systems and networks
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24 Kn xooK
IIA BK
PD UC

.{eperrep 6a:a.napsIusIrl
Teopurcbr xene 4epexrepai
arirr,trui:rixrengipy
Teopu.r 6as aanarx u

a.qMHHIlCTpr.rpoBaHLre AaHHblx
Database theory and data

administration

5 Kypc ry>rsrpuu.qaManbl(, rorllKalJIbr( xere Surnxalutt<
aepeKTep *roaeruaepiu pecirtraeyaiu reoprtrcbl,
a4icrepi MeH TexHoror[snapblH ({rMTH.(bI. lepextepai
oq4eyaiu enr6e6autirgepine, conaafi-a( AepexTep
6asacsrn 6acrapy xyfienepiu l<ypyr4 AKEX
xeuerirues aepe(Tepre oHrafirut Kor xetxi:yre xeHe

cosrafi-aK 4epex 6a:acstu axir'luileuaipyre epeKue
xeqir 6eaiHeai.
B xypce paccMarpuBiuorc, reopxa, Mero,qbl

TexHoJrofHr{ $oprr.ra.nuraquu KoHllenryan6HBlx,

Jror[qecxux u tln:uvecxux t*roae:refi aanssx. Oco6oe
BHr,rMaHrre yAeJrreTc, yHHBepcaJlbHbIM s3bIKZM

MaHHnynupoBaHt4fl \aHHbrMu, nocTpoeHI,IIo cI'IcTeM

ynpaBJreHr,r, 6a:aulr Aansstx li onruMaJlbuoMy .qocry ny

r( aaHHbrM c r{cloJrb3oBzrHner*l cYB.{, a raKxe
a.qMrrH HcrplrpoBannro E.{ .

The course covers the theory, methods and technologies
of formalization of conceptual, logical and physical data

models. Special attention is paid to the universal data

manipulation languages, the construction of database

management systems and optimal data access using the

DBMS as well as database administration..
T 6ofir,rnrrra rounox / Komnouesru no nsr to Com ents

25 EN TK
BA KB
BD EC

Cau4srK arexrponuxa
I{urf porae eJrercrpoHHIta

Digital electronics

5 llau xerisri JlorrrKaJlbrK cxeManap, rov6t{HauucrrtK xeHe

rig6exri rrnri KypHnrbrnapabr o4lqu. AcltxxpoH4tt,
noreHuHirJl xeHe cHHxpoHAH aBTOMarTap Teop[rcblHblH

ueri:aepine, coruaft-ax 6acrst lornralrtl cy-r6alapra
cyfeHe orbrpHn casasrx ryfiiHaepaiu cnxrei xy:ere
acbrpbrnaJltr. Caugsr6 xyprulrbrJlapabr xo6a:ray yuriu

nHTerpanabr cxeMirnapAbt nafi AanaHyKapacrblpblnaabl.

,{xcuun.nrua Eyqaer 6alosHe rornt{ecKHe cxeMu,
ycrpoficraa rou6uHauuosnoro t,t nocJleAoBarenbHocrHoro

ttanos. Ha ocHoBe reop]rx acHHxpoHHLtx noreHlrHallbHbtx H

cHHxpoHHbtx aBTouaroa, a tarxe 6a3oBblx JlorlrqecKHx cxeM

ocyuecTBnreTc9 cHHre3 qrQporrx oB.
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Paccuarpusaercr npuMeHeHr{e r,rHTerpa;rbHLrx cxeM an,
npoeKTHpoBaHrlc qurpporux ycrpoficra.
Discipline studies basic logic circuits, devices of

combinational and sequential types. Based on the theory of
asynchronous potential and synchronous automata, as well as
basic logic circuits, the synthesis of digital nodes is carried
out. We consider the use of integrated circuits for the design
of digital devices.

26 ETI TK
BN KB
BD EC

CauArr( cy.n6arexHuKac6r

{r,r$poraa cxeMorexHr,rKa
Digital circuitry

5 Kypc cxeuorexHuKaHbrq 3:reMeHrrep 6asacsr rypa:ru
(pe:r.rcrop.nap, KoHreHcaropnap, alroarap, TpaH3lrcropnap,
MHKpocxeMarfl ap, onrogJreKTpoHHKa o,reueurrepi) xarnrr
aKnaparrbr (apacrbrpaar,r. Muxpocxeuaaap 6al.rciHgeri
norr,rKiulblK SneMeHTTep MeH JIon{KaJIbt( xo6anay
oKbrrbrraAbr. OyHxqroxargsr6 ryfiiHaepai, coHbrMeH (arap
qn$pru-auarorrr,rq xeHe aua-nort r-qu$p.nu
ryp:reuaiprirurepri urepyre epeKrxe Ha3ap ayAapbtnraH.
Kypc paccr*,rarpueaer o6uue cBeaeHH, o6 grer\reHrHofi 6a3e
cxeMorexHrlKn (pe:ncroprr, KoHAeHcaropbr, Axoa[,r,
TpaH3UCTOpEr, MlrKpOCXeMhr, 3lreMeHTBr OnrOSlerrpOUrrU),
I,I:yvarcrcr Jlot'rr'{ecKae SreMeHTLr H JloruqecKoe
npoeKTr.rpoBaHHe s 6a3acax MHKpocxeM. Oco6oe slrHrraHne
yAeneHo H3yt{eHno QyurqnoxarlHbrx y3JroB, a raKxe
qu$po-auanoroa;rx a aHrrnoro-qnQpoesx
npeo6parorarelefi.
The course considers general information about the circuitry
element base (resistors, capacitors, diodes, transistors,
microcircuits, elements of optoelectronics). We study the
logical elements and logical design in the bases of the chip.
Particular aftention is paid to the study of functional units, as
well as digital-analog and analog-to-digital converters.

27 BTI TK
E.{ KB
BD EC

A4napamrr 4opraygrrH
nporpaMMaJrbr(-aIIIIapaTTbr(
rqpaJraapbr
flporpalruno-anraparHbre
cpeAcrBa 3arqr.rru r.rurf opuaquu
Hardware-soft ware means of
information security

5 A6napa, ru [porpaMMa]nLrK-annaparrbrK gopray,4uq neri:ni
yrLmAapbr, AepeKrepre 6or xerri:yAirt KX-cy6r,exrirepiH
nafi4a,ranyrururaprrH cafixecren.{ipy, Qafi.ngapra Kon
Netxiryai ueKrey Kypzln.(aprr ueu aaicrepi. aKnapartr
rpxrrrorpaQrarruK KoprayaL,rH annaparrbrK-nporpaMManbrt(
KypzlJr.u,apbr, 3EM xov nosegrrepiHe qo,r xerri:yai urerrey
agicrepi ueH r.ypanaaprr, flporpaMM:urap,qlr pyl(carc6r3

Ku6epxayincis4ix
Heri3Aepi
OcHosrr
ru6ep6esonacnocru
Cybersecurity Foundations
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KeruipyaeH, 6ysarun nporpaMMa,,r;rK acepJrepaes (XXT)
(opFay, xpunrorpa$u-r.nsr6 xi,rrrep,qi 6ac6apy

xapacrLrpbrnaabr. 6araap,raualrr( Kypa,,raap.qbr 3eprrey.qeH

Kopray
Paccvarpnrarorc, ocHoBHbre noH.f,Trr, flpofpaMMHo-
anuaparHofi 3arqurbr unr[opuauua, r.r,4eurNSuxaqur
nors:osareref KC-cy6terroe Aocryna K aaHHbrM, cpe.4crBa
H Meroabr orpaHuqeHu, Aocryfia K {afirau, annaparuo-
nporpaMMHLre cpeAcrBa rpunrorpa$uvecxofi 3aulhrLr
uu$opuaqun, Meroabr H cpeacrBa orpaHnqeHr,rc .(ocryfia K

KoMnoHeHTaM 3BM, 3arullra nporpaMM or
HecaHKuHoHHpoBaHHOrO KOnrrpoBaHHr, oT pa3pyrxarou.lHx

rporpaMMHr,rx sosaeficrsufi (PnB), ynpaBJleHae

rpunrorpa$u'recKaMu K,loqaMt,t, 3auuTa nporpaMMHblx
cpeacTB oT uccneAoBaH1-l,

The basic concepts of software and hardware protection of
information, identification of users of CS-subjects of data
access, means and methods for restricting access to files,
hardware and software for cryptographic information
protection, methods and means for restricting access to
computer components, protecting programs from
unauthorized copying, from destructive software impacts
(RPI), cryptographic key management, protection of software
from research

28 ETI TK
EI KB
BD EC

Be6-rexHo.norurnap Kayi[ci3airi
Begonacsocrr Web-rexnolorrfi
Web Technology Secudty

5 Kypc cryaeurrepae Kyxarrbrrt o6ler, irir uoAeni
(DOM). JavaScript nporpaMManay ri,ri xene ouu
r.rHTepaKTrrBTi web-6er,epai Kypy yrrriH rafiAanaHy
xeHe KoprajrfaH web-4ocsl*filalap4rr (Ypy
3aHAbrJrbrKTap6r rypansr 6irir*rai Kansrnracrr,rpaasr.
cepBep xarbrH.4a 4epexrepai oruIey xaHe
KoploparnBTiK AepeKr(opnapMeH o3apa apeKeTrecy
yuiH PHP rporpaMM.rnay riain yfipene4i xeHe

KorrlaHaAbr, (CMS) xoureurri 6ac4apy xyfterepiH
flail2La:l.aHy,[aFALrnapLrH KaJrbrnracrbrpyra Heri3,EerreH.
Web-(ocuuuranap luin 4ayinrepaiu Heri3ri qpnepi
(napolr,qepai ra\tay, sql-ugleKrlurnap, xss-

Ku6epKayinci:4ix
neri:4epi
OcHosrr
xa6ep6esonaurocT u
Cybersecurity Foundations
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[ra6ybmAap xeHe r.6.), web-KocbrMurarap YIIIiH
KayirrepAeH Kopray,qrl (aMraMacbl3 eryAi4 uerirri
racirgepi repaereueai. .{epexrepai 6epy xene caKray

6ayincirairiH KaMTaMacbr3 ery yuriH aKnaparrbl

Kopray,qblq xpllu'rorpa$uusIK KYp.uI.qapbIH

nafi,qa.nauy.
Kypc rfopnaupyer y cryaeHroB 3HaHu, 06 o6r,exrnoft
Moaerrr aoKyMeHra (DOM), o fl3blxe

[porpaMMrrpoBaur.rr JavaScript H ero uc[oJIL3oBaHI.rl,

Ms co3AaHHs I.IHreparTrrBHbIx web-cTpaHl'lu u
3aKOHOMepHOCTCX CO3AaHU' 3arqUUeHHbIX web-

npunoxeuufi, rl3yqeHlle fi npIrMeHeHIre c3blka

rporpaMMr.rpoBanur PHP g;rr o6pa6o'rru AaHHbtx Ha

cTopoHe cepBepa u saaulrroaeftcrnuc c

Koploparr,rBHr,rMu 6asaus aaHHLtx, npno6pereuue
HaBbIr(oB ltcnoJlb3oBaHlry C,rCTeM yIIpaBneHl.L

KoHreHToM (CMS). llsyuatorcc ocHoBHLIe BHArI yrpo3

anr- web-npuroxeuufi (no46op napolefi, sql-
HHreKur.rlr, xss-ararl.I H rIp.), 6asonrle cnoco6u
o6ecueqenric 3aIrIIrrbI or yrpo3 Ans web-flparoxeHlrfi.
Hcnoru:osaHue xpuurorpat[uvecKlrx cpeacrB 3aullrrr,I
uurpopuaquu ans o6ecfle,reHlr, 6esonacuocru
nepeAaql H xpaHeHI4 aaHHbrx.
The course builds students' knowledge of the object
model of the document (DOM), the JavaScript
programming language and its use to create interactive
web pages and the pattems of creating secure web

applications, leam and use the PHP programming
language to process data on the server side and interact
with corporate databases, acquire skills in using
management systems content (CMS).
We study the main types of threats to web applications
(password guessing, sql injections, xss attacks, etc.),
basic ways to provide protection against threats to web
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applications. The use of cryptographic means of
information protection to ensure the security of data

transmission and storage.

29 ETI TK
E.{ KB
BD EC

A6naparrrr KopFay.qbu
cTaH.rIapTT ap6l
Craugapr:u no 3aIrrI{Te

r.ruQopuaqur
Standards for the protection of
information

5 fleH Herisri ryciuirrepai, craulaprrap.qbl xiKrey.qi,
xarllrrbr oruJeMAepai, repr',tuHaepai xase craHAaprray
Teopurc6lHAarbl aHblKraMirnap.llbl 3eprreyre
6a*rra.nras. Cryaeurrep a(napa'rrLtK TexHonorurJlap
r<ayi nci:airin 6aratay craH.u,aprrapbtH. Ir,tevrererrix
xeHe xiurr,rKapilJlLl( craHAaprblHblq r,ulanrapblHa
csfixec a4napar, slx r<ayincisaix xyfieciHit{ ay,4urin

:eprreft4i.
Aucqun:ttra op[elrrxpoBalra Ha I'I3yqeHI'Ie ocHoBHbx

[onrrr.rfi, xlaccn$uxauuu craHAaproB. o6ulnx
Kpr.rrepr{eB, TepMHHoB r.I o[peaeneHHfi n reopxu
craHAaprr{3aulrH. Cryaeurrt Ll3yqar craHAaprbl oueHKI.t

6etonacsocru nuSopvauuonuux rexuolorufi , ay ElaTa

cr,rcreMbl uu<f oprvraquonuofi 6esonacHocru Ha

coorBercrBrae rpe6onaultaru rocyaapcrBeHHoro u
MexayHapo.4Horo craHAaproB.
Discipline is focused on the study ofbasic concepts, the

classification of standards, common criteria, terms and

definitions in the theory of standardization. Students

will learn the standards for assessing the security of
information technology, an audit of the information
security system for compliance with the requirements of
state and intemational standards.

Kr6eprqayincia4ir
neri:aepi
Ocxossr
xu6ep6eaonacnocru
Cybersecurity Foundations

30 ETI TK
EA KB
BD EC

A(naparru (oprayaElH
yfi slt'rAacrsrpyrublnblK- I(S$IKTbI(
e.4icrepi
Opranu:aquonnble u [paBoBble
Meroabt 3aIIII{T6I r,*rrpopruaqun

Organizational and legal methods
of information protection

5 Kn6eprqayincia,(ix
neris,qepi
OcHossr
xu6ep6e:onacuocru
Cybersecurity Foundations
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fleuai oxy a(naparrblK rayincisaix reopurcrlHAa
6a:arurK 6i:riru il,ryr4 AKnaparru( r<ayincis4ir
caJracbrH.qarbl nopuarunrix lqDl(arrapabl 3ep.4eneyre,

aKnapaTrbl Kopray caJIacbIHAaFbI xanbIKapaJIbIK

3aHHztt*laJrapMeH, xotunsrcrep:rix aKnapar caJlacbIH.[aFbl

(6rJrMbrcrapAbl xirreyueH raHLIcyFa MyluxiHair 6epe,qi.

Vzyteuue al.rcqfifl]rlrHbl [o3BoJrHT npuo6pecrrl
6asoeHe 3*a:auu B Teopru un$opvarruounofi



6eronacxocrn, LI3yqHTE HopMarLIBHrIe aoKyMeHTbI B

o6racru uur[opt*laquonuofi 6eronacuoctt,
no3HaKoMrrrbc, c Mexryuapo.ItHbrM
3aKouoAareJlbcrnoM g o6racru 3aIqHTbI I,tutpopr,aaquu,

x.naccurluraquefi npecrynneHufi n c$epe
xounrrcrepHoft xHt|opr.aaquu.
The study of the discipline will allow you to acquire
basic knowledge in the theory of information security,
to study regulatory documents in the field of
information security, to get acquainted with the

Intemational legislation in the field of information
protection, classification of crimes in the field of
computer information

6 ceu / 6 ceruc / Semester 6

Tauaay 6oiiurHura KoMrrorrerrrep / Kolrnorresrtl no nu6opy / Optional Components

3l ETI TK
BA KB
BD EC

Buprya-naay rexHororusrapbl
Texnororuu BIrpryzlnIr3aurrH
Virtualization technologies

5 Kypc BHpryarraH.qblpyablH apxureKrypacbt MeH

agicrepiH KapacrbrpaqLl. Bupryarasr oprnnap.qa,
BHpryanAbr opraaarbr xeri.nepae, Br.rpryan.qLl opraJla

caKTay,Earbr xa.qrur 6acKapy uocene.repi xaH-xaKTbl

Kapacrhrpbrnaabr. Buprya:lqbl MallruHiulapabt

xocnapnay repmeaegi . BnpryarasI opra,qalrbl

Mr,rfpaquc xsHe cHauIIIoTrapFa, BI'IpTyar.4bI

(aoarrapabr 6ac4apyra, conaaft-a( caHAbIK

Kpfi MHHarr,ICTHKaFa epeKue Ha3ap ayAapblnaabl
B rypce paccMarpl,IBarorc, apxl,ITeKrypbl I,I Meroabl
Brrpry.rnu3aqnu. flogpo6uo lr3yqarorc, Boflpocbl
ylpaBneHrr, [aMxTBIo B BIlpTyanEHbX cpeall)(, ceTu B

Br{pTyzrnbHLrx cpeaD(, xpaHeHHfl B BllpTyanbHblx

cpegax. Hccreayerc, [raHI.IpoBtuI[e BI{pryaJrbHBx

rrrallrux. oco6oe BHUMaHHe yAen erc, MHrpaIIHx Il
cEanrloTaM, ynpaBneHlrlo BHpTyaIJlbHbMIt CJIOTMU, a

r:axxe utl$posofi rpuuunalucruKe B BupryanbHLrx

cpeaarx.

The course examines the architecture and methods of

Onepaqr.IrruK xyfie:rep
Onepaquounue cncreMbl
Operating systems
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virtualization. The
virtual environmen
storage in virtual

issues of memory management in
ts, networks in virtual environments,
environments are studied in detail.

The planning of virtual machines is investigated.
Special attention is paid to migration and snapshots,

virtual layers, as well as digital
environments.

management of
forensics in virtual

32 KII TK
TIA KB
PD EC

flporpauuamrK (aMranrir"rfl eH a([aparrr,r( xyffelep cenir,,r4iniriuiq uerisri
YfBIMAAPEIH, TOKTAYC6I3 XYftCICPAiU CTIATIAMAJIAPbIH,
CCHIMAINIK TCOPU'CI,IHEIII MATCMATI,I(iIIIBIK
voaelt4epin 3eprreyre 6arsrrrarras. Cryaenrrep
flpofpaMMrrnrr( (iMraMacbr3 eryniq ceniruai-rririH,
pe3epBTeJrfeH Nyfie:repaiu ceHiMlirifiH ecefirey
allcreplH, aKnaparrsr( xyfielepaiu cenirrlliniri rr,reH
ru6eprqayinci:4iriu ra,rnay.usrq 3aMaHayr, l?AicrepiH
seprrefigi.
.(acrlunlana HalpaBneHa Ha H3yqeHI{e ocHoBHbIx
nongrufi HaAexHocru r.rH0opMauuogHLrx ctzcreM,
xapaxTepl{crur( 6egotxaguoctu HeBoccrauilur BaeMblx
cr.IcTeM, MaTeMaTrrqecKr.t x Moaenefi Teop u
HaAexHocrI.I. Cryaenru r.r3yqar Ha"4exHocrr,
lporpaMMHoto o6ecneveuur, MeroABr pacirera
Ha,qexHocT[ pesepBr.rpoBaHHLrX CrrCreM, coBpeMeHH6re
TeITAeHIII{I aldan 3a HaAexHocTIt t4
Kt't 6ep6e3o[acHocru ua<f opuaquoHHLrx cucreM.
Discipline is aimed at studying the basic concepts of
reliability of information systems, the reli;bilitv
characteristics of non-recoverable systems,
mathematical models of the theory of reliability.
Students will study the reliability of software, methois
for calculating the reliability of redundant systems,
current trends in the analysis of reliability and
cybersecurity of information systems.

tI
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ceHirrlgiliri
HaAexnocrr flporpaMMnoro
o6ecueqeHrac

Software Reliability

5



KTI TK
n.4 KB
PD EC

(yxar afi na.nuvu Nyfi er:epinirl
aKlaparrbrK Kayirci3aifi
I4n1|op:uauuonHa.f, 6e:onacHoc16
crrcreM AoKyMeHroo6opora
Information security of document
management systems

5 Kypcra :lerrpoH.qBr( Kyxar afisa.nurrurr :ryrieaepin
Kon.[ilHy epercrue,rirrepi. K]pxar aiHarbtMbrH
aBroMarraH,qbrpyAbrq Eeri3ri reci.naepi, KopraJrraH
3neKTpoHALr( Kp(aT aftHanhrMsr Nyiienepiue ura6yrur
xacay epexrueairrepi, 3JreKTpoHAbrK Kyxar
arisa.ruvsrsslH xayincirairin KaMraMac6r3 ery leriH
KopraHbrc (ypanqaprrH (onaauy epexruelixrepi,
aKnaparrrr r(opray.q6rq yfislu4acrupyunuu4_
$Abr(rr,r( aAicrepi, 3(X-aa a(napaTrbr KopFayra
apHaJrFaH eHepKecilrir KeueHAep, ayMaKrbr( 6onisres
recinopururrrq gnercpog.qbr( 4yxar afiHa:rrrurrnrrq
aKnaparrbrK (ayilci3AifiH (aMrrMacbr3 ery
epexureriroepi, xrur6r(apa.nLr( o3apa epexerrecy
Ke3rHAe 3neKrpoATlr (pr<ar afiHarbrMr,r xyfi enepiu4eri
poyMHHr naceaenepi Kapacrbrprrraabr.
B xypce paccMarpr.rBarorcs oco6eHHocr[ npuMeHeHr.r,
cucreM 3reK'rpoHHoro .qoKyMenroo6opora, ocHoBHbre
lo,4xoAbr K aBToMarr,r3arlu[ AoKyMeHToo6opora,

ATAK HA 3AUHIUEHHEIE CIICTEMbI
3neKTpoHHoro AoKyMeHToo6opora, oco6essocrn
[pIrMeHeHH, cpeAcrB 3atur.rrr,I Mg o6ecneqeHr.Iq
6egouacnocra 3rercrpouuoro aoKyMeHToo6opora,
opraHr,Baur,roHHo-IIpaBoBbre
I.rH0opMalII,Ifl, [poMBruneHHbre
3aulrrbr r.rHooprrlaqun n CS.IL oco6eHsocru
o6ec[eqeHru usOopuaqaossoi 6eaouacsocrrl
gneKTpouHoro 4oryueuroo6opora reppr.rropxzurruo
pacnpeleneHHoro npearlpfisTr.rr, Bolpocbr poyMfiHra B
cr.rcreMax 9JreKTpoAHoto 4oxylrlenroo6opora rlpl.t
MexAyHapoAHoM n:ar.ruo4eft crrun.
The course discusses the features of the use of
electronic document management systems, the main
approaches to document management automation, the
features of attacks on secure electronic document

oco6ennoctu

METOAbI 3AUII,ITI,I

KOMII.'IEKCI,I ANg

Kr6eprqayiucis4ix
uerisgepi
Ocnonu
ru6ep6esonacaocrlr
Cybersecurity Foundations
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management systems, the features of using protection
tools to ensure the security of electronic document
management, organizational and legal methods of
information protection, industrial complexes ior
protecting information in the EDMS, the features of
providing information security of electronic document
management of a geographically distributed enterprise,
roaming issues in electrode document management

systems in international coo tion.

34 KTI TK
NA KB
PD EC

Kacinopsrngaru aKIIaparrElK

Kayincir.qix
I.IuQoprvrauuouHac 6esonacHocru
Ha npeAnpl.rflTll H

Information security in the
enterprise

5 Kypcra yfirn'anElll flpl.rHullflrepi r'len AI(KX asipney

xe:e44epi: AKKX yfiuuaacrupyna acep ererin

Sarroprap; KopF€InarbIH aKnapar IqptMbIIi aHblKray

xeHe noplrarltnrir Eexiry; xopray o6texdlepiu
aHbrKray; a(napar 4ayincirairiHe roxeriH xarepnepai
raraay xrHe 6ara.nay: aKnaparKa

rypaKcbr3.[auAbrparbrH acep ery xotaepiH. recinaepi
MeH HarrrxeJlepiu auurcray xaue 6araaay; (opranarblH
aKlapar(a py(carcbl3 Kon xerxisyairr aleyerri
apHaJrapbr ueu s4icrepiu aHbI(Tay Kapacrr,IpblnaAbl;
rereHrue xaraafirap xe:in,(eri AI(KX 6ac4apt-lacrt
B xypce paccMarprrBalorc, npHllullrrbl opraul{3alluu u
erann parpa6orrcu KC3l4; Saxropu, BJII{rIouI}Ie Ha

opftruu3aqmo KC3LI; onpeaeJleuue tl HopMaruBHoe

3:lKpenneHr.re cocraBa saquuaeilofi uu$opruaqnr.r;

o[peaeJreHne o6teKros 3aIIIIrrbr; auanlr3 u oIIeHKa

yrpor 6eaonacuocru uutfopt'.laqsl{: B},Lf,BJIeHI{e H

oI.IeHKa [crotrHuKoB, cnoco6os [I peynbraroB
gecra6uln:upyrcuero Bo3.qeficrBlu Ha I,rutpopuaqurc;

onpeaeneH[e noTelIIIHaJIbIlbIX KIIHaIJIOB I{ MeTOAOB

HecaHKrlrroHHpoBaHrroro aocTyna r raquuaenrofi
uu$opuauuu; yrpaBneHl'Ie KC3I4 B ycnoBllrx
vpe nrrvaftarrx curyauufi
The course discusses the principles of organization and

factors influenci the

Kn6epr<ayincir.qix
neri:gepi
Ocnossr
xu6ep6e:onacnocru
Cybersecurity Foundations

O EHy 708{ t -2 t Karanoa .qscuBlrrxH no o6pa3oEsrrrl6Hof, nporpoMMe. }'l3AaHBe Bropoe

development stages of CSIS;



organization of the CSIS; definition and normative
consolidation of the composition of protected
information; definition of objects of protection; analysis

and assessment of threats to information security:
identification and assessment of sources, methods and

results of a destabilizing effect on information;
identification of potential channels and methods of
unauthorized access to protected information;
management of CSIS in emergency situations

Minor
35 KII TK

nn KB
PD EC

Onepaqumsuq xyfierep
6ayiucirairi
Eegonacnocrr onepallHoHHblx
CI,ICTCM

Operating System Security

5 IIas Windows, Linux, FreeBSD, Mac OS X :auauayu
aru6e6an onepaqucnblK xyfie.nepinge icre acslpullnaH

KOpraHLrc r'.rexauzsru4epiu, 3a(bM.[aJrraH oaftnnB(
xyftenep.qe xaHe 3a(r,IM.qaJIFaH Ma[IITHaJIrI(

Tacbrrbrrxrap.qa aepexrepai (anfiblHa xerdpy
aAicrerr,recin, con.qafi -aI( BHpryanAay rexHororu.f,rapbrH
na .(a.naHa orbrpbln aKnaparrbl KopFay.Ilbr. r<ayinciraix
a:rropxrrvaepiu 6ar4aplarvralayarr, aKnaparrbr(

Kayincisaix caJIacbIH.qaFbI craH,qaprrap MeH

eperuuerirrepai, cou.aafi-ax ueri:ri Kypanaapablu
uoae.ns4epiu 3eprreyre apuanFaH r<ayinciaaix

ca.rcarrrHrnl rlprepi.
,{ucuunruua nocBrlqeHa u3yqeHnrc 3auIrrHED(

MexaHr{3MoB, pean[3oBaHHblx B coBpeMeHHbx
yHuBepcaJrbnblx onepaqrloxublx cl{creMa>( Windows,
Linux, FreeBSD, Mac OS X, MeroAHKIr

BoccranoBJreHsr,qaEHBD( B [oBpe)I(aeHHBrx Qafironrx
cllcTeM,l)( r,r Ha noBpexaeHHbrx MaIIILIHH6IX HoCI{TeJI.f,X,

a rar(xe 3arqllTbl r,rntpoprtraqr,rx c ucnoJlb3oBanueM
'rexnolorufi Bupry:lJrr8allm, [porpaMMLrpoBaHI{Io

anroprrrMoB 6esouacHoctr.t, craHAaproB rt

cuequQnxaquft s o6racru untpopt*laquoanoft
6esouacnoc'ru, a raxxe Moaenu ocHoBHbIx rtlltoB
noaulax 6esonacgocrn.

Onepa[uemx xyfierep
Onepauuouurte cucreMbl
Operating systems

O EHy 708-01-21 Karanor ,lHcrurrl, BH no o6parosalEn6rofi nporpa Me. H3AaH € slopoc



The discipline is devoted to the study of protection
mechanisms implemented in modern universal
operating systems Windows, Linux, FreeBSD, Mac OS
X, data recovery methods in damaged file systems and
damaged machine media, as well as information
protection using virtualization technologies,
programming security algorithms, standards and
specifications in the field of information security, as

well as models of the main types of security policies.

JO KTI TK
TIA KB
PD EC

Ku6epQurrra:ruK xyfi erep MeH

TexHonorrunap
Ku6eprfnsu.recr[e c[creMbl Lr

TEXHOJIOTU

Cyberphysical systems and
technologies

5 Kypcra Sr:lrxzrnbrK rrpoqecrepaiq ecelreyrepMeH
e3apa epeKerrecyine neriagenren xn6ep$ururaaslq
xyfi erep ryxbrpbrMAaMacbr, r{HTenneKryanr{3arlnrHr,r{
Heriari npuuur.rnrepi, 4ausm KeJre xarKau xyfterepai
xeri.nir yfirrrugacrupy xene osiH-esi yfismgacrupy,
raHbrMAbrK 6acrapyar,u npuuuunrepi ueu uoaem,qepi,
TexHoJlorHrnap.rlbrq uerisri xubtHTbrrbr

Kapacrhrpbuarbr: 3arrap uurepueri. ynxeH .[eperffep
xeHe 6yrrrsr eceflTey, Moaenb,rley xaHe
crHMynrropJrap, xeqefirirren uLrHAbrK,

rr6eprqayinciaaix.
B xypce paccMarpnBarorcr KoHuenqtl,
ru6ep$usuvecrux ct4creM, ocHoBaHnbrx Ha

sgaNn o.qeficrsux tlurrvecxnx npoqeccoB c
B6rqrrcJrr{TeJrbHbMl{, 6agosHe [pr{Hrlfirrbr
fiHTenneKryzrnr.rsarlEu, cereBofi opraHH3aqrr[ ,1

crMoopraHH3arI[Il pa3Bl,IBzlloqfi xc, cucTeM, IIpIlHIIHI6I
I{ Mo.qeJrI{ KorHnrrrBHoro ylpilBJreHnr, 6a:onrfi ua6op
rexsororuft: r,ruTepHera Belqeft, 6onbllrllx AaHHEIX L
o6na.{Hsrx auvucreuufi, MoAeJrIrpoBztHI,L u
crr-rMyJr{Topbr, ao[onHeHHylo peanbHocrb,
xu6ep6eaonacnocrr.
The course discusses the concept of cyber-physical
systems based on the interaction of physical processes
with computational ones, the basic principles of

O EHy 708-01-21 Kararor,qscuxn xH no o6pa3ossrcn6Hofi nporpa Me. H3a8fixe Bropoc



intellectualization, network organization and self-
organization of developing systems, principles and
models of cognitive control, a basic set of technologies:
the Intemet of things, big data and cloud computing,
modeling and stimulators, supplemented reality, cyber
security.

37 KII TK
TIA KB
PD EC

[eperrep 6a:a.napuuurq
r<ayinci:airi
Ee:onacnocrr 6as aaHHHx
Database Security

5 flou geperrep 6agacrrH xopray agicrepiH, rqoprarraH

aepeKrep 4opsur xo6a,ray npuuqunrepin 3epaeneyre

l6arurrra.nralr. Cryaenrrep raparbulraH .(epeKTep

I Oa3acbrHbrH apxr,rreKrypacbrH. TaparbrnFaH .rlepeKTep

| 6a:acsru KopFay eaicrepiH reprrefiai. aepercrep

l6aracsrusrn rayinci:airin Kar{raMacbr3 eryaiu
nparff llKaL]rbrK,4arabrnapbrH rlrepear.

Aucqun.nusa oprreuTupoBaHa Ha r,r3yqeHfle Mero.qoB

3arqlrrBr 6at ganurx, flprrHuufloB rrpoeKTrrpoBaHx,
3aururueHHhrx 6az ,rlaHHbrx. CryaeHru H3yqar
apxHTercrypy pacnpe.[eneHHbrx 6ag rannsx, neroAsr
3arq[T6r pacnpeaeneuHbrx 6a3,[aHHbrx, upuo6peryT
npaKTfi qecKxe nassrr[ o6ecneqeHr.tr 6esouacHoc, u 6a3

aaHribD(.
Discipline is focused on the study of methods of
protecting databases, the principles of designing
protected databases. Students will leam the architecture
of distributed databases, methods for protecting
distributed databases, and acquire practical skills to
ensure database security.

.{epexrep 6a:araprmrtrl
TeopErcbr xaHe
4epexrepai
eriuuri.nirreu4ipy
Teopar 6ar aagHbtx L
aaMr.rHHcTpupoBaHIle

AAHHLIX
Database theory and data
administration

7 ceuecrp / 7 cerrecrp /Semester 7
Taruay 6ofirnrnra KoMnonerrrep / Kounouesru no ou6opy / Optional Components

ETI TK
BA KB
BD EC

Ynxen .qeperrep
Eo.nrrune aaHgue
Big Data

6 Kypcra 4yprursuALr( xeHe r(ypbrnbuABr( eMec ynKeH

xo.neu.q,eri 4epercrepai o4qeyaiq raci.ruepiuin, rqrpa.r-

cafiuau.4aprmuH xeHe eaicrepisiq xfibrHrbrr$apbr
xeHe aIJIt IHarr,rH Heruxenep.[iu cau arryau,{rrruIna.
aepeKTep r<oprru 6acxapy4uq 4ecrypri xyfieaepiuiq
6arauarapuua Kor xerxiry oKbrrrrna,qbr.

O EHy 706-01-21 Karajror AxcqxrlnuH ao o6pa3o8aren6lon nporpa{Me. HiAafixc Bmpo€
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B xypce r,r3yqaerc, coBorylHocrr floaxo,qoB,
r{HcrpyMerrroB H MeroaoB o6pa6orxu
cTpyKTypr.rpoBarrHbrx r.r Hec'rpyKTypr.rpoBaHHr,rx AaHHbIx
6o:rsu.u.rx o6reMoB r, 3HaqureJrbHoro vuoroo6patrr
Nt[, IIOJryqeHr.L BOCnpIrHIrMaeMbIX TIeJIOBeKOM

pe3ynbTaToB, aJrbTepHaTxBHbrx Tpa,4r{uI{oHHbM

cHcreMaM ynpaBnexu, 6a:alru aasssrx.
The course examines a set of approaches, tools and

methods for processing structured and unstructured data
of large volumes and significant diversity to obtain
human-perceived results, altemative to traditional
database management systems.

38 EII TK
BA KB
BD EC

R-ge aeperrepai ra.naay

AHanm .qaHHblx B R

Data Analytics in R

Kypcra xexe naKerrepre xEHaKTzlJrraH gepexrepai

oHney rfynxqn.uapsrHrrq ynKeH xHLrHTbIrbIH

Kypafiruu, 4epexrep4i cral{TLrcrIrKiIJlbIK Trlnqay xeHe
Brr3yanu3arlrrrnayabrr{ R Nyfieci o(Lrrblnaa6l.
Ecenrey.:rep xypriay Kypan,qaprl: cbI3hIKrbI xeHe
XannbIJIaHfaH CEI3bI(TLI MO.qeJIIrAep, CbI3bI(TbI eMeC

perpeccuari Moaenb.(ep, 3KcnepuMeHr-repai
xocnapnay, ya(BrrrbrK Karapnapabr rnnaay,
napanaerprix xaHe napaMerp:rix euec Kraccl.tKaJI],IK

Tecrrep, 6aftecos crarlcrHKacbr, KJracrepniK Tanaay
xeHe aeHreiJrecripy e4icrepi oKErrEuaaLr.
B rypce ri3yqaerc, cucreMa crarr,tcrr,rqecKoro aHaJIIr3a

u B 3yanl1,3a\vtl{ AaHHbrx R, xoropae coaepxrrr
6olrruofi na6op Qynxuuft o6pa6orru ailxHLrx,
co6paunux B or.qeJlrHHe [aKerEI. Izlsyvarorcx
cpeacrBa BbrnoJrHeHH, pacqeroB: ruxefisue
o6o6qenssre mtrefintre MoaeJIIr, se.nuuefinrre
perpeccnoHHbre Mo.qeJrr{, nnaEupoBaHl,Ie

3KCnepr,rMeHTa, aHaJILI3 BpeMeHHbrX pt.qoB,
I(Jlaccl,qecKlte [apaMeTpEqecKHe g

Henapruerpaqec(fie recrbr, 6afiecoscrca, crarucruK4
xlacrepnslfi aHanI.I3 I{ Meroarl curiDtolBattus.

o EHy 703{l -21 Karanor ,[HcufinnHH no o6pa3oBarcnLHon flporpar.r.c. H3.[aHxe aropoe
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40 EII TK
EA KB
BD EC

I(ayiucis rporpaMMan6rl<

Kaurauansr erip:rey
Paapa6orxa 6esoflacHoro
flporpruMHoro o6ecneqexuc
Development of secure software

6 IIen fI( No6aray rese{iuae (ayincis .qiuy.ubr
(ilMraMacbr3 ery 6ofiusura ycrlnrrcrapAbl, IIK
KopraHsrc rerixrepiH euri:y aaicrepiH.
nporpiuMirnap/rbr pyKcarcbr3 osrepicrepaeu Kopray
agicrepiH, arropurvair xayincir npoueaypanapn6t
r<ypy eaicrepin, ecerrey sAicrepiH ureury yuriu o:iH-ori
rexceperiu xaue o:iH-osi ryrererin nporptuM.rnaprbl
Kypy egicrepiu, recri.ney MeH sepntfuxaqrmsl
aBTOMaTTaUrAbrpy.4brH [porpiMMzrnblK lq?zrnaapblH
3eprreyre Mplrin,qix 6epe,qi.

.(ncqunrnna [o3Bonur u3yquTb peKoMerr.qaq[u rro
o6ecneqenuro 6esonacnofi pa:pa6orra Ha Oase
flpoeKTr.rpoBaurrr IIO, cnoco6ul BcrpaJ,IBaH[,
3arqr{THBrx r'rexanueuos n flo, Mero.qBr 3alrqr{TBr

lporpaMM oT HecaHKrlr{op[poBauHbx I,tsueueuufi,
Me'roAbr co3aaHu, anropr.rrMflrrecKfi 6egonacsrx
flpoueayp, MeToabr co3aaH[r caMoTecTlrpyloufixc, u
c:MoKoppercTr.rpyrcu[xcr nporpaMM an, peueHu,
BbrqrrcJrr.rTeJrbHErx 3aaar{, [pofpaMMHBIe cpeAcTBa

aBToMarr,r3arl[[ Tecrr{poBaHr,r, u neputpuxaquu,
The discipline will allow you to study recommendations
for ensuring secure development at the software design
phase, methods for embedding protective mechanisms
in software, methods for protecting programs from
unauthorized changes, methods for creating

Java rilinae o6r,exrire
6arrrralrau
IIporpaMManay
O6rexruo-
op[eHTHpoBaHHoe
nporpaMMl-IpoBaHHe Ha

!ava
Object-oriented
programming on Java

O EHy 70t41-21 Karanor,[Hcrurn rrH no o6pa3maEnlHon nporpa^rMe. H3aaHnc Bmpoe

The course studies the system of statistical analysis and
visualization of R dat4 which contains a large set of
data processing functions collected in separate
packages. The means of performing calculations are

studied: linear and generalized linear models, nonlinear
regression models, experiment planning, time series
analysis, classical parametric and non-parametric tests,
Bayesian statistics, cluster analysis and smoothing
methods.



algorithmically safe procedures, methods for creating
self-testing and self-correcting programs for solving
computational problems, software tools for automation
of testing and verifi cation.

4l Arcnaparrur xayinciaairri
6ac6apyra xipicue
BseaeHue B ynpaBneulre
uuSopuauuonuofi
6egonacsocrrro
Introduction to Information
Security Management

6 KacinopuHAapAuq aKflaparrbr( rayinciaairin
6ac4apyasra s4icrepi MeH Kypan.qapu, cos,qafi-aK

xacinopuxgap4brr{ a([aparrbl( rayinci:airis 6acxapy
xyfienepin xo6aray, euri:y. nafiaanaHy. ranaay.
xaHapry xaHe xaHFL'Ipry,IrbIH 3aMaHay[ aaicretteci
MeH Kypan{apbr, yfibtru.qapaslH rsxipu6erix
raxipu6eciu :epAerefiAi.
.{ucuuuuua HanpaBneHa Ha H3yqeHlre MeroaoB H

cpe,qcrB ynpaBneHu.fi uuQopuaquouuoft
6esonacnocrrto, a raKxe BonpocoB conpeueuuoff
MeroaorofHu u HHcrpyMeHrapH, npoe(TupoBaHHq,
pearw3ajJJ1^lt, 3KcnnyaTallllu, aHal]rd3a, co[poBox,qeHH,
u MoaepHH3aIIilE cIicTeM ynpaBneHH,

zu$opuauuomrofi 6e:onacsocrrro npeanpu.rrufi,
,ccneayercs rtpar<rrqecKufi onrrr opraHulaqafi .

Discipline is aimed at studying the methods and means

of information security management, as well as issues of
modem methodology and design tools, implementation,
operation, analysis, maintenance and modemization of
information security management systems of enterprises,

ex lores the tical ence ofo anizations.

ETI TK
EA KB
BD EC

Yrecripi.nreH ecenreylep
Pacnpe4e.nexuue BbtqtrcJleHl.rt

Distributed computing

6 Kypcra yrecripiaren ecenrey xyfie:repiniq ueri:ri
YrbrMAapbl MeH TpKbIpbIMAiMiUapBI Ma3l\ryIIAaIJIraH,

ac[HxponALr yrec'ripi:rren xyfie.nep uoaeli Yruis
Maqbr3abrnbrrbr 6acrur.r ecenrepgi rueuy4iu e4icrepi
xeHe a.nropunr.raepi xerripinrea. Ylecripiarex
xyfielep yruin a:rropunraqepai r+?yabr eaeyip
xeni.rugreriu rexHonor[rnapra epexue xeni.n

6eaixeai. Orapa epexue xar4afirapau{ y.necripi;Ireu
I{en3fl HTMA xaH-xaKTbr (a

C+r ri.nis.qe
nponptlMManay
flporparuuttposaune Ha

sgffie C+
Programming in language
c+r

OEHy708-01-21 Karanor aHcusnnxH no o6pa3oBfitn6Ho nporpaMMe. Hs.qarue Bmpoe

EN TK
EA KB
BD EC
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Kypce Ir3nalaroTc, ocHoBHr,Ie noHJrTIl' lt I(oHueluuE
LB o5]rracTr paclpeAeneHHBrx BEIqr.rcJIeHr,Ifi , .qn, MoAenH
acHHxpoHHbrx paclpeaeneHHbrx clIcTeM [pLrBoIrTc,
MeTOAbr H :rJlfopr.rTMbr peuIeHI,L Halr6onee BaxHr,Ix
3aAaq. Oco6oe BHHMaHEe yAenseTcc TexHoJrorrrsM,
no3BoJrrroulr.rM 3Haqr.rrerbHo ylpocrrrTb pa3pa6oTKy
anropr.rrMoB Ar.[ pac[peAereHHrrx cprcreM. floapo6no
paccMaTpHBarroTc, ocHoBHhre pac[peAeneHHbre
auropI,ITMBI B3aITMHO|O ITCKJIIOqeHLIT.

The course presents the basic concepts from the field of
distributed computing concepts to model asynchronous
distributed systems are methods and algorithms to solve
the most important problems. Particular attention is paid
to technologies that significantly simplifo the
development of algorithms for distributed systems. The
main distributed mutual exclusion algorithms are
carefull considered.

B

45 6II TK
EA KB
BD EC

Knaurrsr4 ecenrey
KnanroerIe BbIrrHcreHHc

Quantum computing

6 eH rGaHTTrr( ecenreyaepaiH neriari saqgr,uuKrapbrH,
KBaHTTET( ecenrey.nep.{iu fefir uoAelin, eu6e6an fefir
xtr,lHrrr(TapbrH, @ypre KBaHTTIT( rypneu4ipyre
ueri:ge:rren KBaHTrbr( eceflTey a:rropurrragepiH, aian
arir(anra tllop aaropnrlriH, KBaHTTBT( is,{ey
aaropnnu4epia, QnauxaluK xyfielepaiu KBaHTrr,r(
MoAeJrbAey a,rropznrqepiu,
ry3eryre xipicne xeHe
ecenreynep, ru6pN4ri KBaHTTIT( K;raccr.rxaJrbr(
a,rroprru4epgi 3eprreyne Ml'r\{Kin4ix 6epegi.
luc4ulnuua [o3BoJrr,rr r.r3y.r[Tb ocHoBHBre 3aKoHbr
I(BaHToBbIx nurvucleuufi, refi.rosa, MoIeJrL I(BaHToBr,rx
nrrvucaeuufi, yHr{BepcaJrruBre Ha6oprr refiroa,
aJIfopI,ITMr,I IGaHToBEIx BHqzcreHfifi ocEoBaHHLIe Ha

npeo6pa:oranuu (Dypre, r qacrHocru,
Lllopa, xrauroBbre aJrropvrMhr rroricKa,

II

AJI IrrMbI xsaHrosofi c Jts.\tl.u H3HqECKI.IX

KBaHrTri( 4ar:enep4i

I(BAHTOBOM

aJropr.rTM

KaTeJ KTepne ro:iuai

C++ rininae
npotpaMMirnay
flporpauuuporauue Ha
ssrme C++
Programming in language
C++
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clrcreM, BBe.qeHHe B KBaHroByro koppeKrlrrro our6oK r.r

ycrofiqraBble x our.I6KaM BbFrrrcJIeHrrr, rH6pI.rAHble
KBaHTOBO-roraCCUqecKLIe arnrOpLITMbI.

The discipline will allow you to study the basic laws of
quantum computing, the gate model of quantum
computing, universal sets of gates, quantum computing
algorithms based on the quantum Fourier transform, in
particular, the Shor algorithm, quantum search
algorithms, algorithms for quantum simulation of
physical systems, an introduction to quantum error
correction and resistance to calculation enors, hybrid
quantum-classical algorithms.

46 KN TK
IIA KB
PD EC

Kpnnrorpat[ur xaue
KpH[ToaHanH3 neris4epi
Kpumorpa$lrx H ocHoBbr
KpHIITOaIIiulH3a

Cryptography and the basics of
cryptanalysis

fleu r.naccuraru4 rpunrorpatffirHrr, cuMMerpur;rbr
xpunroxyfierepAi, aurutq xi.nrri xpnnro>ryfierepai,
accuMerp[rJrbr xpunroxyfie.nep.ni :eprreyre
6arurra:rrau. CryaeHrrep 6loxrrlr1 uru@prapasru
xpnnroaHalueiu xaue xaur-Syuxu[cnapabr, arbrHAbr
uru$prapauu xpunroauaruriu. xpunroaHarulaiH
craHAap'r-r6r eMec raciraepiH, KBaHTrbrK

xpunrorparf uruu :eprrefi ai.
[ucquuuua opreHTHpoBaHa Ha r,r3yqeHfie

rraccuqecxofi xpunrorpaQr.l.r, cHMMerpHr{Hbrx
KprrrlToc[cTeM, Kp[nTocHcTeM c oTKpbrT[,rM KJrrorroM,

accnMerpr-rr{Hbrx KpHnrocHTeM. Cry.leHrsr H3yqar
Kpl{nroaHaJlrr3 6.noqssx uurppon u xlu-@yuxqaft,
Kpr,rrrroaHarnr,r3 noroqHBrx rur,rQpoa, HecrauAaprHbte
flo,qxoabr KpulroananH3a, KBaHToByro xpunrorpatlr,rr.
Discipline is focused on the study of classical
cryptography, symmetric cryptosystems, public-key
cryptosystems, asymmetric crypto systems. Students
will learn cryptanalysis of block ciphers and hash
functions, cryptoanalysis of stream ciphers, non-
standard approaches of cryptanalysis, quantum
cryptography.
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47 KtI TK
NA KB
PD EC

Ayreurzrluraque, ceprut!uraqur
xane PKI
Ayreurnipuxauur, ceprut[uxaque
u PKI
Authentication, certification and

PKI

flau ayrenru<[rrKau,us, cepru$uxatray xene aIrIbIK

ri:rrrepaiu (ouuefluxsrapblu 3eprreyre rrlYvxisAix
6epe.(i. Cryaeurrep cfiabrK xilrrep MeH

cepru$uxarrapasu or.,ripair< quxlis Koraay
rar,ubuapbrH (xinrrepai reHepallucnay,ceprnt[uxarrap
ues rirrrepAi IIIbIrapy, Tapary, ca(ray xene r. 6.)

araabr, r<ayincisaixriH nerisri ceprucrepiH
(ayrenruQuxauur, rnr$prey, 6yriuaix,
KopcerinMeyuinix) :ePrrefi ai.
.(ncqlrnlruna no3BoJILIT I,I3ytIIrrb KoHqenuull
ayreurutf uxaquu, cepru i[uraquI, I{ orKpblrbrx Kmo'{efi .

Cry4enru npr,ro6peryr HaBrIKH noaaepxKl'I

xr.r3HeHHoro uux,ra qu$poarx xnrcqefi v

ceprutfnraron (renepaqur xmovefi,nunycx,
pacnpe.{eneulIe, xpaHeHue cepru$uxaros H Kn}oqeft H

T.,q.), r,r3yqar ocHoBHEIe cepBucbl 6egonacnoctl.t
(ayrenrurf uraurlr, urntppoaauue, IreJlocrHocrr,
neorrasyenrocru).
Discipline wilt allow to study the concepts of
authentication, certification and public keys. Students

will acquire skills to support the life cycle of digital
keys and certificates (key generation, issuance,

distribution, storage of certificates and keys, etc.), leam

basic security services (authentication, encryption,
integrity, non-repudiation).

48 KN TK
TIA KB
PD EC

Xo6a.napAu 6ac(apy
Ynpaueuue npoeKTIMH
Project management

5 flas xo6a,rapaut rannay a4icrepi, xp,lrlcrblll
Kypr,rJIBIM.q6II( blrrlpaybl, xelilix auarpauManap, cblHt

xonarr raJIAay, cr,IHL rir6exrepai xocnapnay,
[rbrrbrHAapabr 6araaay, rlJIrIHraH IqyIrIu 6acrapy,
MOTHBaUT{' Teop[ccbl xSHe KoMtlrlaa KYpy crI.[Krr,I

xo6anapaur 6acrcapyauu Kypar,qapLl uen eaicrepiu
Kapacrblpa.rlbl. XH ocin Kene xarKaH vauine r,lKna.l

ereris $axropnap KapacrblpLlnaabl, 6yrrutylapra
KIUIAH .qar,q6lna

.{eperrep 6a:araprtnrtrl
Teopn cbl xeHe
gepercrepai
erirraluinir, enaipy
Teopur 6as gauurx r
a.qMLIH I,ICTpI,IpOBaHI'Ie

A,lHHbrx
Database theory and data
administration
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Tr,riMAi 6acray, xoc[apJlay, opblHAay, 6a4ulay Neue
6arcruray, xa6y xane 6ipirripy yuriu XI4 uafiaaaauy
CUIIATTANAABI.

,{ucqunluna paccMarpl,IBaer uHcrpyMeHTbI rI Meroabl
ynpaBreHuc [poeKTarMu, TaKHe KaI( uerogur nu6opa
[poeKroB, crpyxTypHble aeKoM[o3I,IqrI[ pa6or,
cereBbre Ar.rarpiMMbr, aHanH3 Kp[Tl,rqecKoro nyrl4,
[naHHpoBaHHe KpI.rTI.IqecKux qenoqeK, oqeHKa 3a'rpaT,

yflpaBneuae rapa6oraunofi crollMocrLlo, Teopxc
MOTTBaTIUU H IIOCTpOeHI{e KOMaHAbL PaCCUarpUnatorcr

rlarropsr, cnoco6crByloque pacrylueMy 3HarIeHHIo

W, onucanaerc, KaK noaroroBlrrbc, x c6oeu,
OTTATIIBAT6 HABbIKT.T, UCNOJIb3OBATb VKl ANA

s$$errr,rnuoro HHLIqUlrpoBaHltc, nnaHI'IpoBaHI{t,

BbrlorHeHr.rr, MoHHTopHHra H KoHTponr, 3arpLrru, H

rrHTerpaqlru npoeKToB.

The discipline covers project management tools and

techniques such as project selection techniques, work
breakdown structures, network diagrams, critical path

analysis, critical chain planning, cost estimation, eamed

value management, motivation theory, and team
building. It discusses the factors contributing to the
growing importance of AI, describes how to prepare for
disruption, hone skills, use AI to effectively initiate,
plan, execute, monitor and control, close and integrate
proiects.

49 KTI TK
NI KB
PD EC

.(epexrepai 6acrapy (SQL, XQuery)
YnpameHue aaHHbtMH (SQL,
XQuery)
Data management (SQL, XQuery)

5 Kypcra oprarurKTauAbrprrlrraE geperrepai 6acrapy
aprbr(rxrrnbrKrapbr; aepeKTep 6a:acsrn 6acKapy xYfieci

UEEX) oKblrbularbl. SQL ri.nae c+?aHblcrapabl
pTrnraacrrrpyna; repeKrepAi 6afilauucrupy
rypaepiue, ca(TiurarLrH npoqeayparap MeH

Syuxqumapra, 4eperrepai 6acrqapy4rr axir'lruileu4ipy
(+?an qapbrHa epeKue Ha3ap ayaapblnaaLl
B rypce I,I3yrlalorcs npel{MyrllecrBa

,(epexrep 6ara,rapurnuq
TeOpHtCI'I xaHe
.qepeKrep4i
eriruurirircreu4ipy
Teopnr 6ar 4aunux u
aaMr,rH r,rcTpr.rpoBaH I{ e

,IIAHHbIX

Database theory and data
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qeHTpaJILI3OBaHHOfO ynpaBneHn, IaHHbrMr4; C CTeMbr
ylpaBneHuff 6asauu 4auurrx. Oco6oe nsuualrue
yAeJrrercr fiocrpoeHlrrc 3anpocoB Ha rsrme SeL;
BrrAaM coeAr.rHeHuit gauutrx, xpaHr,rMbrM nporleaypiM H

$yuxqul*1, a raKxe cpeAcrBaM arMr.rHucrpr.rpoBaHr.r,
yrlpaBreHxs AitHHBrMrr.
The course explores the benefits of centralized data
management; database management systems. particular
attention is paid to building queries in SeL; types of

rocedures and functionsdata connection stored

administration

50 KII TK
NI KB
PD EC

Knaur-rsr4 Kopranlan xe.ni:rep.{i

rypv
flocrpoeuue t<BaHToBo-

3aulEueHHbrx cerefi
Building Quantum-Secured
Networks

5

KBaHTTLTK 6afilasrrc xeHe riarrepai xi6epy
xarraManapr,rH, KBaHTTBT( 6afilauucruq rouuosenrrix
6alacuH, KBaIHTTrTK cr.rrHaJrAap.qbr 6epyai( KeE
raparFaH cxeMaJrapbrH. KBaHTTITK xenirepai rqpy
a4icrepi MeH TexuoJrorHrnapr,rH, aKlaparrbr Kopray
xyfie,repiu xo6a.nay xe:iu4e 3aMaHayu ecenrey
xelir:epiniq a(flaparrrrK 4ayinci:4irin (aMraMacr,r3
ery.{iH xa,rnrrryxbrpbrM4aMaJrapbrH Kapacrbrpa,{br.
.{ucquuuHa paccMarpr.rBaer npe.qnocbrnKu K
palsmfirc IaHHoi o6lacrl,I s:gla{ fr, flporoKonr,r
xgaurosofi cBr3lt r.r paccElJlxu r.nrcvefi, I(oM[oHeHTHyK)
6asy xnauroroft cnrlx, uaz6o:ree pac[pocrpaueHuLre
cxeMbl nepe.qaw KBaHTOBbIX CATHAJIOB, MeTO,qbI Lr

Texnonoffil{ rtocrpoeHll r(BaHToBbIx cerefi, o6u1ue
Kouuerrquu o6ecneqeHr.rs untfopurauuouuofi
6egonacsocru coBpeMeHHbD( srurrcrurearHr,x cerefi
rrpu flpoeKrr.rpoBitufiu cucreM 3arqr.rrbr uuSopuaquu.
The discipline considers the prerequisites for the
development of this field of knowledge, protocols for
quantum communication and key distribution, the
component base of quantum communication, the most
common quantum signal transmission schemes,

aaMbrTyAErH aJrrbrlrapr-rapbrH,

methods and technolo ies for buildi uantum

fIeH ocsr caJracbrH Xeninix rexnororuqrap
Hen3lepl
Ocuosrr cereBbrx

technology
rexnororuft
Network
basics
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networks, general concepts for ensuring information
security of modem computer networks when designing
information security systems.

5l KtI TK
TIA KB
PD EC

Kereci ypna( Neri.repiHirt
canacBrH TaurAayra apHanFaH

MOAenbaep
MoAe.nu EJrg a*anlg3a KaqecrBa

ce'refi cleAyrcIqero [oKoJIeHlr,
Models for analyzing the quality
of next-generation networks

5 flas xeneci ypnaK 6afilanuc xelinepiu rypy
apxr.rreKrypacbrH, xereci ypna( 6afi.nanuc xerirepin.qe
Kbr3Mer Kopcery canacblH 6acrapy racinaepiu; re-neci

ypnaK 6aE,rassrc xerirepiuae KbI3Mer Kepcery

cimacbrH TanaayALIH aan xeHe xyu4 a4icrepiu,
xe:rirepre KbI3Mer (epcery cauacbrHblq

repcerriurrepine xarnbl(apzlnblK craHAap'ITapabllt

TaJranrapr,rH 3epaeJreyre 6arrrra:Iran
Aucuunluua opxeHTI,IpoBaHa Ha lr3yqeHl{e

apxrrreKrypbr flocrpoeulu cerefi cs.f,gu creryrcIqero
uo(oJreHHr, [oAxoaoB K ynpaBneHl{Io KaqecrBoM

o6cryxunaHur B certx cBr3H cne,qyrcllero noKoJIeHHr;

Toqubrx r{ npu6ruxeHHstx Mero.qoB araru3a KaqecrBa

o6cryxlrsauu.e B cerrx cBs3H cneaylouero noKoreHt,lc,
rpe6orauur MexryHapoaHblx crarl.uaproB x
rroKa3are;rrM KaqecrBa o6crryxurauu.r cereft .

The discipline is focused on studying the architecture of
building communication networks of the next
generation, approaches to managing the quality of
service in communication networks of the next
generation; exact and approximate methods for
analyzing the quality of service in next generation

communication networks, the requirements of
intemational standards for indicators of the quality of
service of networks.

Xeninix rexr{oJrorurrJrap
ueri:4epi
Ocgosrt cETeBbrx

TexHonorufi
Network
basics

technology

Xacanau rrHTeJrJrercr rexHororfirnapbr xa$e.qpacrr orbrpblcrlHAa KapacrblpblnAbr xese 6exirinai
Pacclrorpeuo n yrBepx.qeuo Ira 3aceaaHrlu xaQe,qpH Texsoaoruu [rcKyccrBeHHoro uHTerJIeKta
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